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%\WKH*RYHUQPHQW&KLHI6FLHQWLILF$GYLVHU

7KLVUHSRUWVHWVRXWWKHFRQFOXVLRQVRIWKH%ODFNHWW5HYLHZORRNLQJDWWKHLVVXHRI
%LRGHWHFWLRQ%ODFNHWW5HYLHZVZKLFK,VWDUWHGDIHZ\HDUVDJRXVHERWK*RYHUQPHQWDQG
QRQ*RYHUQPHQWVFLHQWLVWVWRDGGUHVVSUREOHPVWKDWUHTXLUHVFLHQWLILFLQSXWRIWKHKLJKHVW
OHYHO
:HOLYHLQDZRUOGLQZKLFKWKH8.LVVXEMHFWWRWKUHDWVDQGKD]DUGVIURPZLWKLQDQGRXWVLGH
RIWKH8.2QHRIWKHUHVSRQVLELOLWLHVRIJRYHUQPHQWLVWRDGGUHVVWKHVHWKUHDWVXVLQJWKH
EHVWVFLHQWLILFWKLQNLQJDQGWHFKQRORJLHVDYDLODEOHWRGRVR
$WHUURULVWDWWDFNXVLQJELRORJLFDODJHQWVLVRQHRIWKHKLJKHVWLPSDFWULVNVZLWKLQWKH1DWLRQDO
6HFXULW\6WUDWHJ\166DQG&217(67WKH*RYHUQPHQWV&RXQWHU7HUURULVP6WUDWHJ\
*RYHUQPHQWLVWKHUHIRUHFRPPLWWHGWRDFFHOHUDWLQJVFLHQWLILFPHWKRGVWRGHWHFWELRORJLFDO
WKUHDWVDWWKHHDUOLHVWRSSRUWXQLW\LQRUGHUWRPRXQWDUDSLGUHVSRQVHDQGWRPLQLPLVHORVVRI
OLIH
7KLV%ODFNHWW5HYLHZRQZLGHDUHDELRORJLFDOGHWHFWLRQZDVFRPPLVVLRQHGE\PHDWWKH
UHTXHVWRIWKH+RPH2IILFHDQG02'7KHUHYLHZXVHVLQWHUQDWLRQDOO\UHJDUGHGH[SHUWVIURP
LQVLGHDQGRXWVLGH*RYHUQPHQWWRSURYLGHOHDGLQJHGJHWKLQNLQJRQWKHEHVWZD\VWRUDSLGO\
GHWHFWDELRORJLFDOUHOHDVH7KHUHSRUWLGHQWLILHVDQXPEHURIUHFRPPHQGDWLRQVIRUIXUWKHU
VWUHQJWKHQLQJWKH8.¶VFDSDELOLW\DQGH[SORUHVURXWHVIRUGHYHORSPHQWRYHUWKHVKRUWDQG
PHGLXPWHUP

3URIHVVRU6LU-RKQ%HGGLQJWRQ
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1. Executive summary 
,Q$XWXPQDWWKHUHTXHVWRI+RPH2IILFH+2DQGVXSSRUWHGE\WKH0LQLVWU\RI
'HIHQFHWKH*&6$FRQYHQHGD%ODFNHWW5HYLHZWRDGGUHVVWKHTXHVWLRQ“Which 
technologies or capabilities could enable rapid, wide-area detection of a broad spectrum of 
biological agents in the next 15 years?” 
$VZHOODVH[SORULQJWKHLPSOLFDWLRQVRIUDSLGDGYDQFHVLQWKHELRORJLFDOVFLHQFHVRYHUUHFHQW
\HDUVWKHUHYLHZFRQVLGHUHGWKHFRQWULEXWLRQRIEURDGHUVFLHQWLILFGHYHORSPHQWVRQWKH8.¶V
DELOLW\WRGHWHFWELRORJLFDOKD]DUGV
7KLVUHSRUWVXPPDULVHVWKHILQGLQJVIURPWKHUHYLHZ6SHFLILFDOO\LWKLJKOLJKWVDQXPEHURI
WHFKQRORJLHVDQGFDSDELOLWLHVWKDWFRXOGHQKDQFHJRYHUQPHQW¶VDELOLW\WRGHWHFWDQGUHVSRQG
WRDQDHURVROLVHGELRORJLFDODWWDFNLQWKHQH[W\HDUV$OWKRXJKDGYDQFHGWHFKQRORJLHVZLOO
SOD\DFULWLFDOUROHLQHQKDQFLQJWKH8.¶VFDSDELOLW\WKHUHYLHZFRQFOXGHGWKDWWKH
LQWHJUDWLRQRIH[LVWLQJLQIRUPDWLRQVRXUFHVDQGV\VWHPVFRXOGVLJQLILFDQWO\HQKDQFHWKH
WLPHOLQHVVDQGHIIHFWLYHQHVVRIDUHVSRQVHLQWKHVKRUWWHUP7KHUHYLHZTXHVWLRQZDVEDVHG
RQDQDO\VLVRYHUD\HDUWLPHVFDOHKRZHYHUWKHSDQHOFRQFOXGHGWKDWWKHUHZHUH
VLJQLILFDQWRSSRUWXQLWLHVLQWKHVKRUWWRPHGLXPWHUPWKDWMXVWLILHGIRFXVHGFRQVLGHUDWLRQ
GXULQJWKHPHHWLQJV
:KLOVWWKHUHYLHZIRFXVHGRQWKHGHWHFWLRQRIDGHOLEHUDWHUHOHDVHRIDELRORJLFDODJHQWWKH
%ODFNHWWSDQHOFRQFOXGHGWKDWWKHDELOLW\WRUDSLGO\GHWHFWXQXVXDOKHDOWKVLJQDOVZRXOGKDYH
VLJQLILFDQWEHQHILWVIRUSXEOLFKHDOWKWDNLQJDGYDQWDJHRIWKHRSSRUWXQLWLHVDIIRUGHGE\QHDU
XQLYHUVDOFRYHUDJHRIWKH1DWLRQDO+HDOWK6HUYLFH6XFKVLJQDOVFRXOGJLYHYDOXDEOHHDUO\
ZDUQLQJRILQIOXHQ]DDQGRWKHUHSLGHPLFVDWDQHDUOLHUVWDJHWKDQSRVVLEOHZLWKFXUUHQW
UHSRUWLQJV\VWHPV0DQ\RIWKHVHKHDOWKEHQHILWVDUHDFKLHYDEOHZLWKLQWKHVKRUWWHUPEXW
UHTXLUHGHFLVLYHDQGFRRUGLQDWHGJRYHUQPHQWVXSSRUW
$QHIIHFWLYHUHVSRQVHUHTXLUHVFURVVJRYHUQPHQWDFWLRQ7KHDELOLW\WRGHWHFWUHSRUWDQG
UHVSRQGWRDELRORJLFDODWWDFNRULQIHFWLRXVGLVHDVHRXWEUHDNZLOOGUDZRQWKHUHVRXUFHVRI
VHYHUDOJRYHUQPHQWGHSDUWPHQWV7KHVXFFHVVIXOGHOLYHU\RIDIXWXUHZLGHDUHDELRGHWHFWLRQ
V\VWHPLVFULWLFDOO\GHSHQGHQWXSRQFROODERUDWLRQEHWZHHQWKHNH\GHSDUWPHQWVDQG
DJHQFLHVLQGXVWU\DQGDFDGHPLD,QDGGLWLRQDQXPEHURIDUHDVRIIXQGDPHQWDOUHVHDUFK
DUHFUXFLDOWRDFKLHYLQJWKHUHTXLUHGOHYHOVRISHUIRUPDQFHIRUDQHIIHFWLYHZLGHDUHD
ELRGHWHFWLRQFDSDELOLW\
,WZDVQRWSRVVLEOHWRFRYHUWKHWKUHDWDVSHFWRIELRGHWHFWLRQLQGHWDLOGXULQJWKHVHPHHWLQJV
3DQHOGLVFXVVLRQVWKHUHIRUHIRFXVHGRQWKHRSSRUWXQLWLHVIRU*RYHUQPHQWWRKDUQHVV
WHFKQRORJLHVDQGFDSDELOLWLHVVKDSHGE\WKHDERYHTXHVWLRQ

,QIRUPDWLRQIUDPHZRUNLQWHJUDWLQJVLJQDOVIURPDUUD\RIVHQVRUVLQWHOOLJHQFHSXEOLFKHDOWKV\QGURPLF
VXUYHLOODQFHYHWHULQDU\VRFLDOQHWZRUNVVHDUFKHQJLQHTXHULHVDQGDGGLWLRQDOVRXUFHVRILQIRUPDWLRQ
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7KHIROORZLQJWHFKQLFDODUHDVZHUHVSHFLILFDOO\LGHQWLILHGIRUDFWLRQE\WKHSDQHO
x 3K\VLFDO3URFHVVHV
Sensorsx 6HTXHQFLQJ
x $OWHUQDWLYH,QIRUPDWLRQ6RXUFHVDQG6WDWLVWLFV
Information and Systems Integration
x 6\VWHPV,QWHJUDWLRQ
$QXPEHURIVSHFLILFUHFRPPHQGDWLRQVDUHPDGHZLWKLQHDFKRIWKHWHFKQLFDODUHDVDERYH
DQGDUHFDSWXUHGZLWKLQWKHUHOHYDQWVHFWLRQVRIWKLVUHSRUW,QDGGLWLRQRYHUDUFKLQJ
UHFRPPHQGDWLRQVDUHFDSWXUHGEHORZ
&OHDUO\WKLVZRUNZDVQRWSHUIRUPHGLQLVRODWLRQDQGVXSSRUWVWKHZRUNWKDWWKH+RPH2IILFH
0LQLVWU\RI'HIHQFH'HSDUWPHQWRI+HDOWK&DELQHW2IILFHDQGRWKHUVDUHGRLQJWRDGGUHVV
PDQ\RIWKHLVVXHVGLVFXVVHGLQWKLVUHSRUW
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1.1 Recommendations 
Short term impact2: 

 *RYHUQPHQWVKRXOGDVVHVVWKHIHDVLELOLW\RIGHYHORSLQJDQDXWRPDWHGELRGHWHFWLRQ
UHSRUWLQJV\VWHP6XFKDV\VWHPVKRXOGLQWHJUDWHGDWDIURPGHSOR\HGVHQVRUVSXEOLF
KHDOWKYHWHULQDU\LQWHOOLJHQFHDQGDOWHUQDWLYHLQIRUPDWLRQVRXUFHVZLWKFOHDUUHSRUWLQJ
OLQHVLQRUGHUWRLPSURYHWKHWLPHOLQHVVDQGHIIHFWLYHQHVVRIDUHVSRQVHWRDELRORJLFDO
DWWDFNRULQIHFWLRXVGLVHDVHRXWEUHDN
 7KH*RYHUQPHQWVKRXOGZRUNZLWK,QGXVWU\WRXQGHUVWDQGWKHFRPPHUFLDODQGPDUNHW
GULYHUVIRUELRGHWHFWLRQDQGWRDVVHVVWKHYLDELOLW\RIVROXWLRQVLQDJOREDOFRPSHWLWLYH
PDUNHW
 7KH*RYHUQPHQWVKRXOGZRUNFROODERUDWLYHO\DFURVVGHSDUWPHQWVDQGDJHQFLHVDQGLQ
SDUWQHUVKLSZLWK,QGXVWU\WRDVVHVVWKHEURDGHUEHQHILWVRIZLGHDUHDELRGHWHFWLRQ
V\VWHPVIRUSXEOLFYHWHULQDU\DQGSODQWKHDOWK
 7KH*RYHUQPHQWVKRXOGVXSSRUWV\VWHPVHQJLQHHULQJVWXGLHVWRGHYHORSFRVWHGRSWLRQV
IRUDQHWZRUNRIZLGHDUHDELRGHWHFWLRQFDSDELOLWLHVZLWKLQDDQG\HDUWLPHIUDPH
6WXGLHVVKRXOGEHLQIRUPHGE\WKHILQGLQJVIURPWDEOHWRSH[HUFLVHV

%HQHILWUHDOLVHGZLWKLQ\HDUV
(J6RFLDOQHWZRUNVVHDUFKHQJLQHTXHULHVDQGRWKHUDOWHUQDWLYHVLJQDOVIURPWKHLQWHUQHW
6\VWHPVHQJLQHHULQJLVDQLQWHUGLVFLSOLQDU\ILHOGRIHQJLQHHULQJIRFXVLQJRQKRZFRPSOH[HQJLQHHULQJSURMHFWV
VKRXOGEHGHVLJQHGDQGPDQDJHGRYHUWKHLUOLIHF\FOHV
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Medium term impact5: 

 *RYHUQPHQW'HSDUWPHQWVVKRXOGZRUNFROODERUDWLYHO\ZLWKRWKHU8.UHVHDUFKIXQGHUV
LQFOXGLQJ8.5HVHDUFK&RXQFLOVDQGWKH7HFKQRORJ\6WUDWHJ\%RDUGDQGZLWK
LQWHUQDWLRQDOSDUWQHUVWRGHYHORSWKHXQGHUO\LQJNQRZOHGJHEDVHDQGLQIUDVWUXFWXUHIRU
ZLGHDUHDELRGHWHFWLRQ
Fundamental research: 
x &KDUDFWHULVDWLRQRIWKHDHURVROPLFURELRPHLQUHSUHVHQWDWLYHXUEDQHQYLURQPHQWV
x 7HFKQLTXHVIRUVDPSOHFDSWXUHFRQFHQWUDWLRQDQGSUHSDUDWLRQ
x 6WDWLVWLFDOGHVLJQRIXUEDQDLUVDPSOLQJDQGVHQVLQJUHJLPHV
x (QKDQFHGPHWDJHQRPLFVDQGELRLQIRUPDWLFVIRUKLJKFRQILGHQFHZLGHDUHDELRGHWHFWLRQ
x 7HFKQLTXHVIRUKLJKWKURXJKSXWVHTXHQFLQJ
Translational9 research: 
x 0LFURLQVWUXPHQWDWLRQIRUKLJKO\SRUWDEOHVHQVRUQHWZRUNV
x 'HYHORSPHQWRIKLJKWKURXJKSXWDLUVDPSOLQJPHWKRGRORJLHVDQGHTXLSPHQWIRUZLGH
DUHDELRGHWHFWLRQ
x 6\VWHPVHQJLQHHULQJVWXGLHVWRRSWLPLVHDQGFRVWV\VWHPVROXWLRQV
x (YDOXDWLRQRIWKHSHUIRUPDQFHRIGLVSHUVLRQPRGHOVZLWKLQSULRULW\ELRGHWHFWLRQVFHQDULRV
x $SSOLFDWLRQRIVWDWLVWLFDODQGGDWDDQDO\WLFVPHWKRGVIRUWKHLGHQWLILFDWLRQLQWHJUDWLRQDQG
UHSRUWLQJRIELRGHWHFWLRQVLJQDOVIURPYDVWGDWDVHWVLQUHDOWLPH
x ,GHQWLI\DQGHYDOXDWHWKHPRVWHIIHFWLYHVRXUFHVRIDOWHUQDWLYHGDWDLQIRUPDWLRQLQ
SUHGLFWLQJGHWHFWLQJDQGWUDFNLQJWKHFRXUVHRIDELRORJLFDODWWDFN

%HQHILWUHDOLVHGZLWKLQ\HDUV
*RYHUQPHQWGHSDUWPHQWVZLWKDQLQWHUHVWLQELRGHWHFWLRQLQFOXGH+202''+'()5$&31,DQG%,6
$PLFURELRPHLVWKHWRWDOLW\RIPLFUREHVWKHLUJHQHWLFHOHPHQWVJHQRPHVDQGHQYLURQPHQWDOLQWHUDFWLRQVLQ
DSDUWLFXODUHQYLURQPHQW
7RHQKDQFHSUREDELOLW\RIGHWHFWLRQDQGUHGXFHIDOVHDODUPUDWHV
7UDQVODWLRQDOUHVHDUFKLVVFLHQWLILFUHVHDUFKWKDWIDFLOLWDWHVWKHWUDQVODWLRQRIILQGLQJVIURPEDVLFVFLHQFHWR
SUDFWLFDODSSOLFDWLRQVWKDWHQKDQFHKXPDQKHDOWKDQGZHOOEHLQJ
7RGHYHORSDµPXOWLOD\HUHGVWDLUFDVHDSSURDFK¶EDVHGRQLQFUHDVLQJLQIRUPDWLRQGHQVLW\DQGVWDWLVWLFDO
FHUWDLQW\WRHVWDEOLVKWKHSUHVHQFHFKDUDFWHULVWLFVLGHQWLW\DQGFRQILUPDWLRQRIXVHRIELRORJLFDODJHQWV
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2. Introduction 
$WHUURULVWDWWDFNXVLQJELRORJLFDODJHQWVLVRQHRIWKHKLJKHVWLPSDFWULVNVZLWKLQWKH
1DWLRQDO6HFXULW\6WUDWHJ\166DQG&217(67WKH*RYHUQPHQWV&RXQWHU7HUURULVP
6WUDWHJ\6XFKHYHQWVFRXOGKDYHDVLJQLILFDQWHIIHFWRQKXPDQDQGDQLPDOKHDOWKDQGRQ
WKHHFRQRP\
7KHHDUO\GHWHFWLRQRIDGHOLEHUDWHELRORJLFDOUHOHDVHLVDFULWLFDOFRPSRQHQWRIDUHVSRQVHWR
DELRORJLFDODWWDFNWRHQDEOHWLPHO\UHVSRQVHVWRUHVWRUHQRUPDOLW\DQGWRPLQLPLVHORVVRI
OLIH
2.1 Technical challenges and aspiration 
,IDELRORJLFDOZDUIDUHDJHQWLVUHOHDVHGZLWKLQDQXUEDQHQYLURQPHQWWKHUHLVD³ZLQGRZRI
RSSRUWXQLW\´LQZKLFKSURWHFWLYHPHDVXUHVDQGWUHDWPHQWFDQPLQLPLVHORVVRIOLIH$
UHODWLYHO\VPDOOUHOHDVHRILQIHFWLRXVDJHQWFRXOGWUDYHOUDSLGO\DQGDIIHFWDODUJHDUHD7KXV
WREHHIIHFWLYHDQGSUHVHUYHOLIHDZLGHDUHDELRGHWHFWLRQFDSDELOLW\VKRXOGWULJJHUDQDOHUWLQ
UHDOWLPHDQGLQLWLDWHPHDVXUHVDVTXLFNO\DVSRVVLEOH
7KHFDSDELOLW\DOVRQHHGVWROLQNDOORIWKHFRPPDQGHOHPHQWV*LYHQWKHLPSOLFDWLRQVRIDQ
LQFLGHQW*RYHUQPHQWUHVSRQVHZLOOEHGLUHFWHGDWWKHKLJKHVWOHYHODFFRUGLQJO\WKH
LQGLFDWLRQRIDQHYHQWZLOOUHTXLUHDYHU\KLJKOHYHORIDVVRFLDWHGFRQILGHQFH
7HFKQLFDOFKDOOHQJHVLQFOXGHEXWDUHQRWOLPLWHGWRWKHDELOLW\WR
x GHWHFW
WUXH
HYHQWVLQQHDUUHDOWLPH
x PLQLPLVH
IDOVHDODUPV

7KLVUHTXLUHVDQXQGHUVWDQGLQJRIYDULDWLRQVLQWKHELRORJLFDOEDFNJURXQGLQUHSUHVHQWDWLYH
HQYLURQPHQWVDQGVWDWLVWLFDODQDO\VLVWRLQIRUPWKHORFDWLRQDQGGHQVLW\RIVDPSOLQJVLWHVLQ
XUEDQORFDWLRQV
7KHVLJQLILFDQWFRVWVDVVRFLDWHGZLWKGHYHORSLQJDQGGHSOR\LQJHDUO\ZDUQLQJV\VWHPVIRU
ELRORJLFDODJHQWVDOVRSUHVHQWVDFKDOOHQJH,QRUGHUWRSURYLGHDKLJKFRQILGHQFHDOHUWRID
ELRORJLFDODJHQWUHOHDVHWRGHFLVLRQPDNHUVGHWHFWLRQV\VWHPVPXVWPHHWVWULQJHQW
SHUIRUPDQFHFKDUDFWHULVWLFVWKHFRVWVRIZKLFKFDQSURYHSURKLELWLYHO\H[SHQVLYHIRU
LQGXVWU\RUJRYHUQPHQWDORQHWRGHYHORSDQGH[SORLW
([SHULHQFHWRGDWHLQGHSOR\LQJZLGHDUHDELRGHWHFWLRQV\VWHPVLQWKH86VHHER[FDQ
LQIRUPWKHGHYHORSPHQWRIIXWXUHELRORJLFDOGHWHFWLRQV\VWHPVIRUXVHLQXUEDQ
HQYLURQPHQWV


9LUXVHVEDFWHULDDQGWR[LQV
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Box 1: US experience of wide area biodetection systems  
,Q-DQXDU\WKH86GHSOR\HGDELRVXUYHLOODQFHV\VWHP³%LR:DWFK´WRSURYLGH
SHUVLVWHQWVXUYHLOODQFHRIDPDVVUHOHDVHRIELRORJLFDODJHQWVLQPRUHWKDQFLWLHV7KH
V\VWHPFRVWWKH86DSSUR[LPDWHO\PLOOLRQLQLQLWLDOHTXLSPHQWFRVWVSHUFLW\IROORZHGE\
RSHUDWLRQDOFRVWVRIPLOOLRQSHUFLW\SHU\HDU,IWKHSODQQHGWUDQVLWLRQWR*HQHUDWLRQ
LVVXFFHVVIXOWKHHVWLPDWHGDQQXDOLVHGGLUHFWFRVWIRUDFTXLVLWLRQDQGRSHUDWLRQRYHU
\HDUVLVPLOOLRQ,WKDVEHHQUHSRUWHGLQWKHPHGLDWKDWDVRIWKHV\VWHP
JHQHUDWHGDODUJHQXPEHURIIDOVHDODUPVZLWKPRUHWKDQVXFKFDVHVGRFXPHQWHG
EHWZHHQDQG6WDWHDQGORFDOKHDOWKRIILFLDOVKDYHQHYHURUGHUHGHYDFXDWLRQVRU
GLVWULEXWHGHPHUJHQF\PHGLFLQHVLQUHVSRQVHWRDSRVLWLYHUHDGLQJIURPWKHV\VWHP
$UHYLHZRIWKH%LR:DWFKSURJUDPPHE\WKH1DWLRQDO5HVHDUFK&RXQFLOLQWKH86
UHFRPPHQGHGWKDWWKHFXUUHQWV\VWHPEHUHSODFHGZLWKDQHZELRGHWHFWLRQV\VWHPFDSDEOH
RIPRUHIUHTXHQWPRUHUDSLGDQGPRUHFRPSUHKHQVLYHDXWRPDWHGDQDO\VLVDQGUHSRUWLQJ
RIUHVXOWV7KHUHYLHZHQFRXUDJHGWHVWLQJRIDQ\IXWXUHFRQFHSWLQUHDOLVWLFHQYLURQPHQWVWR
HVWDEOLVKLWVHIIHFWLYHQHVV,WDOVRDGYRFDWHVFROODERUDWLRQZLWKSXEOLFKHDOWKV\VWHPVWR
LPSURYHLWVXVHIXOQHVV

$QDVSLUDWLRQIRUJRYHUQPHQWLVWRGHYHORSDQGGHSOR\DQDIIRUGDEOHSHUVLVWHQWZLGHDUHD
ELRORJLFDOGHWHFWLRQFDSDELOLW\DEOHWRUDSLGO\GHWHFWLGHQWLI\DQGORFDWHDGHOLEHUDWHUHOHDVH
RIDHURVROLVHGELRORJLFDOPDWHULDOVRYHUDZLGHDUHD1RVLQJOHWHFKQRORJ\RUDSSURDFKZLOO
FXUUHQWO\DFKLHYHDOORIWKHVHJRDOV
 
1DWLRQZLGH0RQLWRULQJ6\VWHP3ODQQHG)RU'HWHFWLQJ%LRWHUURU$WWDFNThe Associated Press-DQXDU\

%LR:DWFKDQG3XEOLF+HDOWK6XUYHLOODQFH(YDOXDWLQJ6\VWHPVIRUWKH(DUO\'HWHFWLRQRI%LRORJLFDO7KUHDWV
KWWSZZZQDSHGXFDWDORJKWPO
KWWSZZZODWLPHVFRPQHZVQDWLRQZRUOGQDWLRQODQDELRZDWFKVWRU\"WUDFN ODWSLFN
KWWSLRPHGXaPHGLD)LOHV5HSRUW)LOHV%LR:DWFK3XEOLF+HDOWK
6XUYHLOODQFH%LRZDWFK5HSRUW%ULHISGI
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 2.2 Review format 
7KLV%ODFNHWWUHYLHZZDVFRQYHQHGWRWDNHDIUHVKORRNDWWKHWHFKQLFDOFKDOOHQJHVIRU
ELRGHWHFWLRQDQGFRQVLGHUKRZUDSLGGHYHORSPHQWVLQELRORJLFDOVFLHQFH16DQGEH\RQGPD\
HQDEOHDVWHSFKDQJHLQWKH8.¶VZLGHDUHDELRORJLFDOGHWHFWLRQFDSDELOLW\
7KHUHYLHZVSHFLILFDOO\DVNHG
“Which technologies could enable rapid, wide area detection of a broad spectrum of 
biological agents in the next 15 years?”
7KHILUVWPHHWLQJRIWKHSDQHOFRQVLVWHGRIDPRUQLQJRIEDFNJURXQGSUHVHQWDWLRQVDQG
GHPRQVWUDWLRQVE\H[SHUWVZLWKLQJRYHUQPHQWIROORZHGE\DQDIWHUQRRQGLVFXVVLRQVHVVLRQ
FKDLUHGE\WKH*&6$7KHUHZHUHWZRIROORZXSPHHWLQJVHDFKDERXWVL[ZHHNVDSDUWWR
LGHQWLI\DQGGLVFXVVNH\LVVXHVDQGSRWHQWLDOVROXWLRQVWKDW*RYHUQPHQWVKRXOGWDNHIRUZDUG
$VXPPDU\RIWKHSDQHOGLVFXVVLRQVNH\ILQGLQJVDQGVSHFLILFUHFRPPHQGDWLRQVDUH
GHVFULEHGEHORZ7KHUHFRPPHQGDWLRQVUHVXOWIURPPHHWLQJVRIVXEJURXSVLQIRXUNH\
DUHDVKLJKOLJKWHGE\WKHSDQHODVKDYLQJVLJQLILFDQWSRWHQWLDOIRULPSDFW
x 3K\VLFDOSURFHVVHV
x 6HTXHQFLQJ
x $OWHUQDWLYH,QIRUPDWLRQ6RXUFHVDQG6WDWLVWLFV
x 6\VWHPV,QWHJUDWLRQ
6SHFLILFUHFRPPHQGDWLRQVDUHKLJKOLJKWHGLQEROGDWWKHHQGRIHDFKVHFWLRQ

KWWSZZZXSPFELRVHFXULW\RUJZHEVLWHUHVRXUFHVSXEOLFDWLRQVSGI
LQGXVWULDOL]DWLRQBELRBQDWOBVHFXULW\SGI
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 
3. Sensing system 
3.1 System design 
7KHUHOHDVHRIDELRORJLFDODJHQWOHDGVWRWZRPDLQVSHFLILFHYHQWV
x 7KHSK\VLFDOSUHVHQFHRIWKHDJHQWLQWKHHQYLURQPHQW
x &KDQJHVLQWKHKHDOWKVWDWXVRIH[SRVHGLQGLYLGXDOVOLYHVWRFNRURWKHUELRORJLFDOWDUJHWV
OHDGLQJWRWKHLGHQWLILFDWLRQRIDVVRFLDWHGV\PSWRPVE\FOLQLFLDQV
6HQVLQJV\VWHPVDUHFRQFHUQHGZLWKWKHLGHQWLILFDWLRQRIWKHSK\VLFDOSUHVHQFHRIWKHDJHQW
LQWKHHQYLURQPHQW7KHDLPRIDZLGHDUHDELRGHWHFWLRQVHQVLQJV\VWHPLVWRJDWKHUDV
PXFKLQIRUPDWLRQDVSRVVLEOHWRSURYLGHDFFXUDWHDQGFRQILGHQWUHSRUWLQJRIWKHSUHVHQFHRI
DELRORJLFDOWKUHDWDJHQWLQWKHHQYLURQPHQWZLWKWKHVHFRQGDU\EHQHILWRISRWHQWLDOO\
QDUURZLQJWKHH[WHQWRIWKHKD]DUGDVTXLFNO\DVSRVVLEOH
7KHUHDUHFRQVLGHUDEOHFKDOOHQJHVDVVRFLDWHGZLWKXVLQJSK\VLFDOPHWKRGVIRUWKHUDSLG
GHWHFWLRQDQGGHILQLWLYHLGHQWLILFDWLRQRIELRORJLFDODJHQWVLQWKHQDWXUDODQGEXLOW
HQYLURQPHQW7KHVHGHULYHERWKIURPWKHFRPSOH[QDWXUHRIWKHELRORJLFDOWKUHDWLWVHOIDQG
IURPWKHQDWXUDOEDFNJURXQGZKLFKLVDFRPSOH[IOXFWXDWLQJPL[RIRUJDQLFDQGLQRUJDQLF
PDWWHU
$PXOWLIDFHWHGVHULHVRIDFWLRQVZLWKGHILQHGWLPHOLQHVDUHWKHUHIRUHUHTXLUHGLQUHVSRQVHWR
DQDWXUDORUGHOLEHUDWHH[SRVXUHWRELRORJLFDODJHQWV7KHHYHQWWLPHOLQHFRPSULVHVWKH
IROORZLQJVWHSV
 SHUVLVWHQWUHDOWLPHHQYLURQPHQWDOPRQLWRULQJ
 SUHOLPLQDU\FKDUDFWHULVDWLRQRIWKHDJHQW
 DUHDGHOLQHDWLRQDQGFRQILUPDWLRQRIWKHLGHQWLW\RIWKHDJHQW
7KLVUHYLHZUHFRPPHQGVWKDWDGHFHQWUDOLVHGDQGQHWZRUNHGDUUD\RIVHQVRUVLVUHTXLUHGWR
WULJJHUUDSLGDQGUHOLDEOHDODUPVDQGWRGHILQHWKHQDWXUHRIWKHHYHQWRULJLQDJHQWW\SHDQG
GLUHFWLRQRIWUDYHODQGWKHJHRJUDSKLFDOSHULPHWHURIH[SRVXUH,GHDOO\VXFKGHWHFWRUV
VKRXOGKDYHGXDOXVHDSSOLFDELOLW\WRGULYHHFRQRPLHVRIVFDOHDQGHIILFLHQF\WRLQFOXGH
WUHDWPHQWSXEOLFKHDOWKZDUQLQJQDWLRQDOVHFXULW\SURVHFXWLRQODZHQIRUFHPHQWDQG
LQWHQWLQWHOOLJHQFH
To achieve this goal a multi-layered ‘staircase approach’ to wide-area detection is 
proposed. Here technologies are viewed not singly but as grouped into a system such 
that each step descended on the staircase results in an increase in both the quantity 
of information and the statistical certainty associated with the detection event. 

6WHW]HQEDFK/'%XWWQHU03	&UX]3'HWHFWLRQDQGHQXPHUDWLRQRIDLUERUQHELRFRQWDPLQDQWV
&XUU2SLQ%LRWHFK
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6XFKGHWHFWRUVZRXOGDFWDVDOD\HUHGV\VWHPHQDEOLQJLQLWLDODODUPVDQGSUHFXUVRUVWR
WULJJHUDPRUHVRSKLVWLFDWHGIRUHQVLFOHYHOLGHQWLILFDWLRQDQGYHULILFDWLRQRIXVHDWWKH
JHQRPLFSURWHRPLFRUPROHFXODUOHYHO7KHGHWHFWRUWHFKQRORJLHVFDQEHVHSDUDWHGLQWRIRXU
FDWHJRULHVDVGHVFULEHGLQ)LJXUH
 6SHFWURVFRSLFWHFKQLTXHV
 0RUSKRORJLFJHQHULFWHFKQLTXHV
 3K\VLFRFKHPLFDOVHQVRUV
 6HTXHQFLQJWHFKQLTXH
 
Box 2: Mass spectrometry 
0DVVVSHFWURPHWU\06LVUHJDUGHGDVSRZHUIXOPHWKRGIRUWKHLGHQWLILFDWLRQRISURWHLQV
DVVRFLDWHGZLWKWR[LQVEDFWHULDRUYLUXVHV,WLVDOVRWKHPRVWFRPSUHKHQVLYHDQGYHUVDWLOH
WRROLQODUJHVFDOHSURWHRPLFVFDSDEOHRISURYLGLQJDGYDQFHGSURWHLQSHSWLGHSURILOLQJWR
VHSDUDWHFKDUDFWHULVHDQGTXDQWLI\DQDO\WHVIURPFRPSOH[ELRORJLFDOVDPSOHV
&XUUHQWO\06WHFKQLTXHVDUHURXWLQHO\XVHGIRUUDSLGFODVVLILFDWLRQRIEDFWHULDHVSHFLDOO\E\
WKHXVHRI06EDVHGSURWHRPLFVPHWKRGV(IILFLHQWSURWRFROVKDYHEHHQGHYHORSHGIRU
EDFWHULDOSURWHLQH[WUDFWLRQDQGPDVVDQDO\VLVWKDWKDYHVKRZQIRUH[DPSOHLGHQWLILFDWLRQRI
%DFLOOXVVSRUHV'LVFULPLQDWLRQEHWZHHQJUDPSRVLWLYHDQGJUDPQHJDWLYHZKROHEDFWHULD
ZDVDOVRREWDLQHGZLWKOHVVWKDQPLQXWHVDQDO\VLVWLPH
9LUXVHVDUHDOVRGLVWLQJXLVKHGWKURXJKFRDWSURWHLQVXVLQJSURWHRPLFVDSSURDFKHV
)ROORZLQJWKHILUVWPDVVVSHFWURPHWULFDQDO\VLVRILQWDFWYLUXVFDSVLGVSURVSHFWLYH
GHYHORSPHQWVLQWKHQH[W±\HDUVLQFOXGHWKHFDSDELOLW\WRGHWHUPLQHYLUDOVL]HDQG
FRQFHQWUDWLRQVLPXOWDQHRXVO\)XOOVL]HGLVWULEXWLRQVDUHDQWLFLSDWHGZLWKVXEQDQRPHWHU
SUHFLVLRQIURPLQGLYLGXDOFDSVLGSURWHLQVWRLQWDFWYLUDOSDUWLFOHV'HYHORSPHQWRIWKLV
DSSURDFKDQGLWVFRPELQDWLRQZLWKRWKHUPDVVVSHFWURPHWU\PHWKRGVIRUWKHLGHQWLW\RI
SURWHLQVFRXOGSURYLGHWKHPRVWUDSLGDQGSUHFLVHFKDUDFWHULVDWLRQRIYLUXVHV
 
3URWHRPLFVLVDWHUPLQWKHVWXG\RIJHQHWLFVZKLFKUHIHUVWRDOOWKHSURWHLQVH[SUHVVHGE\DJHQRPH
SURWHRPLFVLQYROYHVWKHLGHQWLILFDWLRQRISURWHLQVLQWKHERG\DQGWKHGHWHUPLQDWLRQRIWKHLUUROHLQSK\VLRORJLFDO
DQGSDWKRSK\VLRORJLFDOIXQFWLRQV
-5<DWHV&,5XVH$1DNRUFKHYVN\3URWHRPLFVE\0DVV6SHFWURPHWU\$SSURDFKHV$GYDQFHVDQG
$SSOLFDWLRQV$QQXDO5HYLHZRI%LRPHGLFDO(QJLQHHULQJ9RO
'LVFULPLQDWLRQDQG3K\ORJHQRPLF&ODVVLILFDWLRQRI%DFLOOXVDQWKUDFLVFHUHXVWKXULQJLHQVLV6WUDLQV%DVHGRQ
/&0606$QDO\VLVRI:KROH&HOO3URWHLQ'LJHVWV-3'ZRU]DQVNL'1'LFNLQVRQ69'HVKSDQGH
$36Q\GHUDQG%$(FNHQURGH$QDO&KHP±
)UHLZDOG$6DXHU61DW3URWRF±
7HUDPRWR.6DWR+6XQ/7RULPXUD07DR+<RVKLNDZD++RWWD<+RVRGD$7DPXUD+$QDO
&KHP±
0HHWDQL0$6KLQ<6=KDQJ60D\HU5	%DVLOH)'HVRUSWLRQHOHFWURVSUD\LRQL]DWLRQPDVV
VSHFWURPHWU\RILQWDFWEDFWHULD-0DVV6SHFWURP
$%HQVLPRQ$-5+HFNDQG5$HEHUVROG0DVV6SHFWURPHWU\±%DVHG3URWHRPLFVDQG1HWZRUN%LRORJ\
$QQXDO5HYLHZRI%LRFKHPLVWU\9RO
0D[ZHOO./	)UDSSLHU/9LUDOSURWHRPLFV0LFURELRO0RO%LRO5HY
7LWR0$7DUV.9DOHJDUG.+DMGX-	5RELQVRQ&9(OHFWURVSUD\WLPHRIIOLJKWPDVVVSHFWURPHWU\RI
WKHLQWDFW06YLUXVFDSVLG-$P&KHP6RF
3HDVH/)UG3K\VLFDODQDO\VLVRIYLUXVSDUWLFOHVXVLQJHOHFWURVSUD\GLIIHUHQWLDOPRELOLW\DQDO\VLV7UHQGV
%LRWHFKQRO
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(i SPECTROSCOPIC TECHNIQUES 
LIGHT DETECTION AND RANGING (LIDAR) 
(ii) MORPHOLOGY 
GENERIC DETECTION 
(iii) PHYSICO-CHEMICAL SENSORS 
MINATURISED SYSTEMS 
(iv)GENOMIC/PROTEOMIC/MOLECULAR 
TECHNIQUES 
HIGH-THROUGHPUT SEQUENCING 
POLYMERASE CHAIN REACTION (PCR) 
POINT OF RELEASE 
Figure 2 – The proposed staircase system capable of analysing the origin, direction of 
travel, geographical distribution and nature of emerging threats 
'HWHFWRUVFRXOGIXQFWLRQUHPRWHO\DWVRPHGLVWDQFHIURPWKHWDUJHWVSHFWURVFRSLFGHWHFWRUV
WRSURYLGHZLGHDUHDVXUYHLOODQFHDQGRUEHGHSOR\HGDVSDUWRIDQDUUD\WRSURYLGHJHQHULF
IHDWXUHDQDO\VLVJHQHULFGHWHFWRUV)XUWKHUHOHPHQWVFRXOGSURYLGHSUHOLPLQDU\LGHQWLILFDWLRQ
SK\VLFRFKHPLFDOGHWHFWRUVDQGXOWLPDWHO\FRQILUPWKHLGHQWLW\RIDQDJHQW3&5KLJK
WKURXJKSXWVHTXHQFLQJ
7KHPHWKRGVZLWKWKHOHDVWVSHFLILFLQIRUPDWLRQFRQWHQWDUHWKHIDVWHVWSK\VLFDODQG
VSHFWURVFRSLFPHWKRGVVHFRQGFKHPLFDOPHWKRGVDUHLQWHUPHGLDWHSK\VLFRFKHPLFDO
PLQXWHWRKRXUVZKLOVWWKHPRVWGLVFHUQLQJDQGLQIRUPDWLRQULFKELRORJLFDOPHWKRGVDUHWKH
VORZHVWPLQXWHVWRGD\V
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Microinstrumentation 
Figure 3 - Illustrative targets and techniques for detection of bacterial organisms 
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3.2 Sensor technologies 
'LIIHUHQWW\SHVRIVHQVRUH[LVWDWGLIIHUHQWOHYHOVRIUHDGLQHVVIRUXVHLQDZLGHDUHD
ELRORJLFDOGHWHFWLRQV\VWHP$QRQH[KDXVWLYHOLVWRIWHFKQRORJLHVKLJKOLJKWHGE\WKHSDQHO
DVKDYLQJVLJQLILFDQWSRWHQWLDOIRULPSDFWDJDLQVWHDFKWDVNRUIXQFWLRQRXWOLQHGDERYHLV
SURYLGHGLQ7DEOHEHORZ
Type of sensor Task or function Technology 
*HQHULFVHQVRUV
5HPRWHZLGHDUHD
GHWHFWLRQDQG
WULJJHU
/LJKWGHWHFWLRQDQGUDQJLQJ
/,'$589ODVHULQGXFHG
IOXRUHVFHQFHVSHFWURVFRS\'
89/,)
'LVWULEXWHGDUUD\RI
SRLQWPRELOHDQG
KDQGKHOGVHQVRUV
&ROOHFWLRQ
GLVFULPLQDWLRQDQG
FODVVLILFDWLRQ
5DPDQ)RXULHUWUDQVIRUP,QIUD
5HG7HUD+HUW]
VSHFWURVFRS\
3K\VLFRFKHPLFDO
VHQVRUV
3UHOLPLQDU\
LGHQWLILFDWLRQ
10506
,PPXQRDVVD\VDQG
HOHFWURFKHPLFDODFRXVWLF
RSWLFDOEDVHGVHQVRU635
6(563&5
6HTXHQFLQJ
WHFKQRORJLHV &RQILUPDWLRQ *HQRPLFV3URWHRPLFV

Table 1 - Non-exhaustive list of technology options 
 
KWWSZZZULJDNXFRPSURGXFWVUDPDQILUVWJXDUG
*OREXV75:RRODUG'/.KURPRYD7&URZH7:%\NKRYVNDOLD0*HOPRQW%/+HVOHU-	
6DPXHOV$&-%LRO3K\V
1051XFOHDU0DJQHWLF5HVRQDQFHWKHDEVRUSWLRQRIHOHFWURPDJQHWLFUDGLDWLRQE\DQXFOHXVKDYLQJD
PDJQHWLFPRPHQWZKHQLQDQH[WHUQDOPDJQHWLFILHOGXVHGPDLQO\DVDQDQDO\WLFDOWHFKQLTXHDQGLQGLDJQRVWLF
ERG\LPDJLQJ
.VWHU6.'DQLHOL(%OPLFK%	&DVDQRYD)3K\V&KHP&KHP3K\V
/X\%$QJHZDQGWH&KHPLH,QWO(G
060DVVVSHFWURPHWU\LVDQDQDO\WLFDOODERUDWRU\WHFKQLTXHWRVHSDUDWHWKHFRPSRQHQWVRIDVDPSOHE\WKHLU
PROHFXODUZHLJKW
%XG]LNLHZLF]+0DVV6SHFWURP5HYV
*LHEHO5:RUGHQ&5XVW&0.OHLQKHLQ]*75REELQV0	6DQGULQ75$GY$SSO0LFURELRO

6356XUIDFH3ODVPRQ5HVRQDQFH6(566XUIDFHHQKDQFHG5DPDQVSHFWURVFRS\635RU6(56EDVHG
LPPXQRDVVD\VDUHW\SHVRISODWIRUPVZKHUHDELRFKHPLFDOWHVWLVFDUULHGRXWWKDWPHDVXUHVWKHSUHVHQFHRU
FRQFHQWUDWLRQRIDPDFURPROHFXOHRILQWHUHVWLQDVROXWLRQWKURXJKWKHPHDVXUHPHQWRIDELQGLQJHYHQWEHWZHHQ
DELRORJLFDOUHFRJQLWLRQHOHPHQWVXFKDVDQDQWLERG\DQGWKHPDFURPROHFXOHRUDQWLJHQ
$OYDUH]3XHEOD5$	/L]0DU]DQ/06PDOO
3RO\PHUDVH&KDLQ5HDFWLRQDPHWKRGXVHGWRPDNHPDQ\FRSLHVRIVSHFLILFSDUWVRI'1$'1$LVWKH
FRPSOH[PROHFXOHLQFHOOVWKDWFDUULHVWKHJHQHWLFFRGH
6HTXHQFLQJWKHSURFHVVRIGHWHUPLQLQJDQGWKHQUHDGLQJWKHJHQRPH*HQRPLFVRUSURWHRPH3URWHRPLFV
RIDQRUJDQLVP6HTXHQFLQJDJHQRPHIRUH[DPSOHSURYLGHVDµEDUFRGH¶RILQFUHGLEOHSUHFLVLRQWKDWFDQEHXVHG
WRLGHQWLI\DELRORJLFDOWKUHDWRUJDQLVPWUDFHLWVRULJLQVDQGSUHGLFWLWVFDSDFLW\WRFDXVHGLVHDVH
,YQLWVNL'0RUULVRQ'	2¶1HLO'-'HIHQVHDJDLQVW%LRWHUURU'HWHFWLRQ7HFKQRORJLHV
,PSOHPHQWDWLRQ6WUDWHJLHVDQG&RPPHUFLDO2SSRUWXQLWLHV'0RUULVRQHWDOHGV6SULQJHU7KH
1HWKHUODQGV
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$VLJQLILFDQWFKDOOHQJHWRH[SORLWLQJJHQHULFSK\VLFRFKHPLFDOFKDUDFWHULVDWLRQRIELRDHURVROV
OLHVLQWKHGHYHORSPHQWRIILHOGSRUWDEOHLQVWUXPHQWDWLRQ+RZHYHUQHZGHYHORSPHQWV
SDUWLFXODUO\LQPLQLDWXULVHG7LPHRIIOLJKWPDVVVSHFWURPHWU\72)061XFOHDU0DJQHWLF
5HVRQDQFH105DQG5DPDQ6SHFWURVFRS\DUHOLNHO\WRSURYLGHDUREXVW\HWHQKDQFHG
DQDO\WLFDOFDSDELOLW\VXLWDEOHIRUXVHZLWKLQDGHFHQWUDOLVHGQHWZRUNRIVHQVRUV
'HYHORSPHQWVZLWKLQWKLVDUHDDUHSURPLVLQJDQGVKRXOGEHDVVHVVHGIXUWKHUIRUXVHZLWKLQD
ZLGHDUHDELRGHWHFWLRQVFHQDULR
8QPDQQHGYHKLFOHVKDYHEHHQXVHGE\ERWKPLOLWDU\DQGFLYLOLDQILUVWUHVSRQGHUVRSHUDWLQJ
LQSRWHQWLDOO\KRVWLOHHQYLURQPHQWVWRGLVFHUQLQIRUPDWLRQDERXWWKHLUORFDOSK\VLFDO
HQYLURQPHQWLQUHDOWLPH7KHUHDUHRQO\DOLPLWHGQXPEHURIXQPDQQHGJURXQGYHKLFOHV
8*9VDQGXQPDQQHGDLUYHKLFOHV8$9VWKDWFDUU\FKHPLFDOVHQVRUVDQGQRQHDUH
HTXLSSHGZLWKELRVHQVRUV
0LFUR$LU9HKLFOHV0$9VFRXOGEHLQWURGXFHGLQWKHVHVHWWLQJVZLWKFRQWURODQGJXLGDQFH
RSHUDWHGIURPDVPDUWSKRQH6PDUWSKRQHJXLGHG0$9VHTXLSSHGZLWKLQH[SHQVLYHPLFUR
HQJLQHHUHGSK\VLFRFKHPLFDOVHQVRUVWKXVPD\SURYLGHDQRSSRUWXQLW\IRUH[SORULQJORFDODLU
VSDFHLQFLWLHVWRZQVEXLOGLQJVDQGVHQVLWLYHDVVHWVIRUWKHGHWHFWLRQDQGORFDOLVDWLRQRI
ELRORJLFDODQGFKHPLFDODJHQWV

Figure 4 – An integrated systems approach incorporating sample collection, 
preparation and analysis 
 
&XPPLQJV0/-DFNVRQ.4XLPE\3	3LWPDQ'Int J Micro Air Vehicles 4, 165-177

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 
,QRUGHUWRDFKLHYHKLJKFRQILGHQFHGHWHFWLRQRYHUDZLGHDUHDDQGDJDLQVWDYDULDEOH
EDFNJURXQGWKHVHQVLQJV\VWHPZLOOUHTXLUHHIIHFWLYHDQGHIILFLHQWDHURVROVDPSOLQJVDPSOH
SUHSURFHVVLQJFROOHFWLRQSXULILFDWLRQFRQFHQWUDWLRQDQGDPSOLILFDWLRQRIWKHSDWKRJHQRU
FRPSRQHQWVRIWKHSDWKRJHQDQGGHOLYHU\PHWKRGRORJLHV
7KHLPSOHPHQWDWLRQRIDIXOO\LQWHJUDWHGV\VWHPRIKDUGZDUHZHWZDUHDQGDVVRFLDWHG
VRIWZDUHDQGLQIRZDUHZRXOGHQVXUHGHFLVLRQVDUHWDNHQDWHDFKOHYHORIFHUWDLQW\

7KHFROOHFWRUVPDFKLQHGSDUWVVHQVRUVRSWRHOHFWURQLFVSRZHUVXSSOLHVPLFURSURFHVRUVFRPPXQLFDWLRQV
QHWZRUN
7KHELRORJLFDOVDPSOHUHDJHQWVFRQVXPDEOHVELRFKHPLFDODQGVHTXHQFLQJV\VWHPV
&RPPXQLFDWLRQDQGFRQWUROVRIWZDUHUHTXLUHGWRLPSOHPHQWWKHIXQFWLRQVLQILJXUH
7KHLQIRUPDWLRQFROOHFWHGIURPHDFKPRGXOHVHQVRURUGHYLFHDQGWKHIXVLRQRIQXPHURXVGDWDVWUHDPVLQWRD
UHOLDEOHTXDOLW\TXDQWLWDWLYHIRUPDWWKDWLVXQDPELJXRXVO\DQGHIIHFWLYHO\FRPPXQLFDWHGWRWKHHQGXVHU
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3.3 Sequencing 
6HTXHQFLQJWKHSURFHVVRIGHWHUPLQLQJDQGWKHQUHDGLQJWKHJHQRPHRIDQRUJDQLVPRIIHUV
VLJQLILFDQWDSSOLFDELOLW\IRUZLGHDUHDELRGHWHFWLRQLQWKHVKRUWWRPHGLXPWHUP
6HTXHQFLQJDJHQRPHIRUH[DPSOHSURYLGHVDµEDUFRGH¶RIYHU\KLJKSUHFLVLRQWKDWFDQEH
XVHGWRLGHQWLI\DELRORJLFDOWKUHDWRUJDQLVPWUDFHLWVRULJLQVDQGSUHGLFWLWVFDSDFLW\WR
FDXVHGLVHDVH:LWKLQWKHODVWILYH\HDUVWKHUHKDVEHHQDVWHSFKDQJHLQWKHVSHHGFRVW
HIIHFWLYHQHVVDQGHDVHZLWKZKLFK'1$VHTXHQFHVFDQEHGHWHUPLQHGWKDQNVWRDFOXWFKRI
QHZWHFKQRORJLHVZKLFKIDOOXQGHUWKHXPEUHOODWHUPRIKLJKWKURXJKSXWVHTXHQFLQJ
7HFKQRORJLFDOLQQRYDWLRQVWRJHWKHUZLWKVWURQJFRPPHUFLDOFRPSHWLWLRQKDYHUHVXOWHGLQ
\HDURQ\HDULPSURYHPHQWVWKDWRXWSDFHWKHRIWHQFLWHG0RRUH¶VODZZKLFKGHVFULEHV
H[SRQHQWLDOLPSURYHPHQWVLQWKHSHUIRUPDQFHRIFRPSXWHUV7KHLQFUHDVLQJVSHHGRI
DQDO\VLVFRXSOHGZLWKWKHKLJKOHYHORISUHFLVLRQPHDQVJHQRPHVHTXHQFLQJLVVHHQDV
EHLQJDWWKHKHDUWRIDQ\IXWXUHZLGHDUHDGHWHFWLRQV\VWHP
,QWKHFRQWH[WRIDV\VWHPVHTXHQFLQJZRXOGEHXVHGWRDQDO\VHVDPSOHVGHULYHGGLUHFW
IURPHQYLURQPHQWDOVRXUFHVDQGQRWVLPSO\WKHJHQRPHRIDVLQJOHRUJDQLVP


Box 3: Metagenomics 
7KHDSSOLFDWLRQRIKLJKWKURXJKSXWVHTXHQFLQJWR'1$H[WUDFWHGIURPFRPSOH[PLFURELDO
FRPPXQLWLHVRUHQYLURQPHQWVLVNQRZQDVPHWDJHQRPLFV0HWDJHQRPLFVGHOLYHUV
JHQRPHVFDOHVHTXHQFHGDWDIURPPXOWLSOHRUJDQLVPVHQPDVVHZLWKRXWSULRUFXOWXUHLQ
WKHODERUDWRU\:KHUHPXOWLSOHJHQRPHVDUHSUHVHQWWKHUHLVDQLQFUHDVHLQWKHFRPSOH[LW\
RIERWKVHTXHQFLQJDQGWKHFRQVHTXHQWDQDO\VLVRIWKDWJHQRPLFLQIRUPDWLRQ+RZHYHU
WKHDSSOLFDWLRQRIVHTXHQFLQJWHFKQRORJLFDODQGLQIRUPDWLFVDSSURDFKHVWRWKHVHµPHWD¶
JHQRPHVDPSOHVKDVUHFHLYHGVXEVWDQWLDOLQWHUHVWLQDUDQJHRIFRQWH[WVIURP
HQYLURQPHQWDOWRFOLQLFDOPLFURELRORJ\

:KLOVWODJJLQJVOLJKWO\WKHVWXG\RIDLUERUQHELRORJLFDOPDWHULDOLVDUDSLGO\GHYHORSLQJ
GLVFLSOLQHZLWKFOHDULPSOLFDWLRQVIRUZLGHDUHDGHWHFWLRQ&RQVHTXHQWO\WKHUHLVQRZDPSOH
HYLGHQFHLQWKHVFLHQWLILFOLWHUDWXUHDVWRWKHXWLOLW\RIVHTXHQFLQJIRUWKHFKDUDFWHULVDWLRQRI
WKHPLFURELDOFRQWHQWRIDLUERUQHHQYLURQPHQWV

 
%RZHUV50/DXEHU&/:LHGLQP\HU&+DPDG\0+DOODU$*)DOO5.QLJKW5	)LHUHU1
&KDUDFWHUL]DWLRQRI$LUERUQH0LFURELDO&RPPXQLWLHVDWD+LJK(OHYDWLRQ6LWHDQG7KHLU3RWHQWLDO7R$FW
DV$WPRVSKHULF,FH1XFOHL$SSO(QYLURQ0LFURELRO
%RZHUV500F/HWFKLH6.QLJKW5	)LHUHU16SDWLDOYDULDELOLW\LQDLUERUQHEDFWHULDO
FRPPXQLWLHVDFURVVODQGXVHW\SHVDQGWKHLUUHODWLRQVKLSWRWKHEDFWHULDOFRPPXQLWLHVRISRWHQWLDOVRXUFH
HQYLURQPHQWV,60(-
7ULQJH6*=KDQJ7/LX;HWDO7KH$LUERUQH0HWDJHQRPHLQDQ,QGRRU8UEDQ(QYLURQPHQW
3/R621(H

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7KHVXFFHVVRIWKLVDSSURDFKGHSHQGVRQFRQWLQXHGWHFKQLFDOLQQRYDWLRQVWKDWZLOOGHOLYHU
IDVWHUFKHDSHUDQGVLPSOHUVHTXHQFLQJFDSDELOLWLHV&RXSOHGZLWKWKLVDUHWKHWHFKQLFDO
FKDOOHQJHVDVVRFLDWHGZLWKLQFUHDVLQJWKHRXWSXWRIJHQRPLFVHTXHQFHGDWDDQGWKH
DFFXUDF\RIWKDWLQIRUPDWLRQ%DVHGRQWKHH[SHULHQFHRIWKHODVWILYH\HDUVLWLVUHDVRQDEOH
WRH[SHFWWKHPDUNHWWRGHOLYHUWKLV
$QXPEHURIFKDOOHQJHVZLOOQHHGWREHDGGUHVVHGLQRUGHUWRGHPRQVWUDWHWKHIHDVLELOLW\RI
VHTXHQFLQJIRUZLGHDUHDELRGHWHFWLRQ7KHVHFDQEHGLYLGHGLQWRIRXUDUHDV
 $LU6DPSOLQJ7KHDYDLODELOLW\RIDFFXUDWHXVHUIULHQGO\SODWIRUPVIRUWKHVDPSOLQJRI
ODUJHYROXPHVRIDLULQUHDOWLPHLVHVVHQWLDOWRHQDEOHVHTXHQFLQJLQDVWDLUFDVH
DSSURDFK
 6DPSOH3UHSDUDWLRQ7KHSURFHVVRIDFTXLULQJWKRVHFRPSRQHQWVWREHDQDO\VHGIURP
WKHVDPSOHRILQWHUHVW7KHUHPRYDORIQRQPLFURELDOJHQRPLFPDWHULDOHJKXPDQRU
SODQW'1$VXFKWKDWLWGRHVQ¶WPDVNWKHSUHVHQFHRIDELRORJLFDOWKUHDWRUJDQLVP
OHDGLQJWRDQRQGHWHFWLRQHYHQWLVDNH\FKDOOHQJH
 %LRLQIRUPDWLFV7KLVUHIHUVWRWKHSURFHVVRIFRPSXWHUEDVHGDQDO\VLVRIVHTXHQFH
GDWD$V\HWWKHUHLVQRIOH[LEOHZHOOYDOLGDWHGELRLQIRUPDWLFVV\VWHPIRUGHWHFWLQJ
VSHFLILFELRORJLFDOWKUHDWRUJDQLVPVIURPDFROOHFWLRQRIVHTXHQFHV$Q\ELRLQIRUPDWLFV
V\VWHPPXVWDOVREHFDSDEOHRIDFFXUDWHO\GHWHUPLQLQJWKHQXPEHURIELRORJLFDOWKUHDW
RUJDQLVPVSUHVHQWLQWKHVDPSOH7KLVUHIOHFWVWKHQHHGWRXVHWKHLQIRUPDWLRQWR
GLVWLQJXLVKEHWZHHQQDWXUDOO\RFFXUULQJEDFNJURXQGOHYHOVDQGWKRVHVHHQLQD
GHOLEHUDWHUHOHDVH
 6\VWHPV,QWHJUDWLRQ)LQDOO\LWZLOOEHQHFHVVDU\WREULQJWRJHWKHUDOORIWKHVH
FRPSRQHQWVIURPDLUVDPSOLQJWRELRLQIRUPDWLFVV\VWHPVLQWRDVLQJOHLQWHJUDWHG
SODWIRUP
Real-time high throughput sequencing of environmental sources coupled with real-
time bioinformatics analysis is proposed as a novel approach to the detection and 
characterisation of infectious agents in a wide-area scenario$QDO\WLFDOZRUNIORZVZLOO
SURFHHGRUUXQLQSDUDOOHOWRWKHVHTXHQFLQJSLSHOLQHWRGHOLYHUµHQKDQFHGPHWDJHQRPLFV¶
7KHV\QHUJLHVRIWKHSURSRVHGDSSURDFKZLWKKHDOWKFDUHDQGHQYLURQPHQWDODSSOLFDWLRQVDUH
OLNHO\WRSURYLGHHFRQRPLHVRIVFDOHWKDWZLOOHQDEOHWKHGHYHORSPHQWRIFRPPHUFLDOO\YLDEOH
V\VWHPV
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3.4 Sensing system recommendations 
 *RYHUQPHQWVKRXOGDGRSWDVWDLUFDVHDSSURDFKWRZLGHDUHDELRGHWHFWLRQWRLQFUHDVH
WKHLQIRUPDWLRQGHQVLW\DQGVWDWLVWLFDOFHUWDLQW\DVVRFLDWHGZLWKDELRORJLFDODWWDFN
 *RYHUQPHQWVKRXOGXQGHUWDNHDQLQGHSWKUHYLHZRI8.VDPSOLQJDQGVHQVLQJ
FDSDELOLWLHVIRUZLGHDUHDELRGHWHFWLRQLQSDUWQHUVKLSZLWK8.LQGXVWU\WRLGHQWLI\WKH
FRPPHUFLDODQGPDUNHWGULYHUVDQGH[SORUHGXDOXVHWHFKQRORJLHVZKLFKPD\EH
DGDSWHGIRUELRGHWHFWLRQSXUSRVHV
 *RYHUQPHQWVKRXOGLQFUHDVHUHVHDUFKDQGGHYHORSPHQWRQDHURVROVDPSOLQJVDPSOH
FDSWXUHDQGVDPSOHSUHSDUDWLRQWRHQKDQFHWKHSHUIRUPDQFHRIVHQVLQJV\VWHPVLQ
GHWHFWLQJDQDHURVROLVHGELRORJLFDODWWDFNRUDQLQIHFWLRXVGLVHDVHRXWEUHDN
 *RYHUQPHQWVKRXOGVXSSRUWUHVHDUFKWRFKDUDFWHULVHWKHELRORJLFDOEDFNJURXQGLQ
UHSUHVHQWDWLYHVFHQDULRVWRLQIRUPVHQVRUV\VWHPGHVLJQDQGWRUHGXFHWKHOLNHOLKRRGRI
IDOVHDODUPVLQGHSOR\HGV\VWHPV
 *RYHUQPHQWVKRXOGVXSSRUWVFRSLQJVWXGLHVWRDVVHVVWKHXWLOLW\RIHQKDQFHG
PHWDJHQRPLFVIRU%LRGHWHFWLRQDVZHOODVVXSSRUWORQJHUWHUPGHYHORSPHQWVLQWKH
DUHDRIVHTXHQFLQJIRUZLGHDUHDGHWHFWLRQ
D 'HYHORSPHQWRIDPRGXODU%LRGHWHFWLRQV\VWHPH[SORLWLQJHQKDQFHGPHWDJHQRPLFV
WHFKQLTXHVWRVDWLVI\WKHUHTXLUHPHQWVDFURVVJRYHUQPHQWYLDD-RLQW5HVHDUFK
,QLWLDWLYHRQ7RROVIRU(QKDQFHG0HWDJHQRPLFV7KHLQLWLDWLYHZRXOGFDWDO\VH
UHVHDUFKDQGGHYHORSPHQWLQWHUDFWLRQVEHWZHHQGLYHUVHVHFWRUVDFDGHPLD
LQGXVWU\JRYHUQPHQWKHDOWKVHUYLFHV
E 6SHFLILFFRPSRQHQWVQHFHVVDU\IRUZLGHDUHDELRGHWHFWLRQHJIRUVHOHFWHGDJHQWV
VKRXOGEHGHYHORSHGYLDD-RLQW5HVHDUFK,QLWLDWLYHRQ7RROVIRU6HOHFW$JHQWV
*HQRPLFV7KLVLQLWLDWLYHFRXOGLQFOXGHDVHOHFWJURXSRISDUWLFLSDQWVLQFOXGLQJ
8QLYHUVLWLHV,QGXVWU\+RPH2IILFHDQG'VWO02'
F )HDVLELOLW\VWXGLHVWRDVVHVVWKHXWLOLW\RIVHTXHQFLQJWRSURYLGHEDVHOLQHGDWDRQ
DLUERUQHHQYLURQPHQWV
 *RYHUQPHQWVKRXOGVXSSRUWUHVHDUFKWRPRGHOWKHORFDWLRQDQGGHQVLW\RIVDPSOLQJ
VLWHVLQWKH8.LQSDUDOOHOZLWKWKHGHYHORSPHQWRIDGHTXDWHXUEDQGLVSHUVLRQPRGHOVWR
GHOLQHDWHWKHVRXUFH

7RGULYHHFRQRPLHVRIVFDOHDQGHIILFLHQF\WRLQFOXGHWUHDWPHQWSXEOLFKHDOWKZDUQLQJQDWLRQDOVHFXULW\
SURVHFXWLRQODZHQIRUFHPHQWDQGLQWHQWLQWHOOLJHQFH  

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4. Information and system integration 
)RUDQHIIHFWLYHUHVSRQVHDZLGHDUHDELRGHWHFWLRQFDSDELOLW\QHHGVWREHDEOHWRWULJJHUDQ
DOHUWZLWKKLJKFRQILGHQFHDQGLQLWLDWHSURWHFWLYHWUHDWPHQWPHDVXUHVZLWKLQKRXUVRUOHVV
RIDQHYHQWWRPLQLPLVHWKHRYHUDOOLPSDFWRQFDVXDOWLHV
$NH\FRQVLGHUDWLRQLQGHYHORSPHQWLVWKHVHQVLWLYLW\DQGVSHFLILFLW\RIWKHV\VWHPWKHDELOLW\
WRGHWHFW
WUXH
HYHQWVWRPLQLPLVH
IDOVHDODUPV
DQGKHQFHPD[LPLVHWKHSRVLWLYHSUHGLFWLYH
YDOXH
4.1 Alternative Information Sources (AIS) 
&KDQJHVLQWKHKHDOWKVWDWXVRIWKHSRSXODWLRQDQGWKHFRUUHVSRQGLQJFKDQJHLQEHKDYLRXURI
H[SRVHGLQGLYLGXDOVSURYLGHDXVHIXOVRXUFHRILQIRUPDWLRQWRGHWHFWDQGWUDFNWKHVSUHDGRI
DQLQIHFWLRQIROORZLQJDELRORJLFDODWWDFNGHWHFWLRQ3XEOLFKHDOWKVXUYHLOODQFHV\VWHPV
GHYHORSHGE\WKH+HDOWK3URWHFWLRQ$JHQF\+3$FXUUHQWO\XVHGDWDIURPFOLQLFLDQVWR
PRQLWRULQIHFWLRXVGLVHDVHLQWKHJHQHUDOSXEOLF$OWHUQDWLYHLQIRUPDWLRQVRXUFHV$,6
KHUHFDQEHGHILQHGDVEDFNJURXQGVLJQDOVIURPWKHLQWHUQHWWKDWFRUUHODWHZLWKWKH
UHOHDVHRIDELRORJLFDODJHQW,QLVRODWLRQWKHVHGDWDVHWVDUHOLNHO\WRSURYLGHQRLV\VLJQD
DQGWKHLUSUHFLVLRQLVQRWFRQVLGHUHGVXIILFLHQWWRLQYRNHUHVSRQVHPHDVXUHV+RZHY
LQWHJUDWHGZHLJKHGXSLQUHDOWLPHDQGIXVHGZLWKSXEOLFKHDOWKDQGVHQVRUGDWDVRXUFHV
WKH\FRXOGSURYLGHDQHDUO\LQGLFDWLRQRIDELRORJLFDOWKUHDW7KLVLQWXUQFRXOGSURPSWIXUWKHU
LQIRUPDWLRQJDWKHULQJE\WKHV\VWHPHQKDQFLQJRYHUDOOVHQVLWLYLW\DQGVSHFLILFLW\7KLV
UHTXLUHVDV\VWHPVGHVLJQDSSURDFKWRVLJQDOLQWHJUDWLRQDQGUHSRUWLQJ,GHQWLI\LQJKLJK
SUHFLVLRQDOWHUQDWLYHLQIRUPDWLRQVLJQDOVIURPYDVWGDWDVHWVZLOOUHTXLUHIRFXVHGDQG
FROODERUDWLYHUHVHDUFKEHWZHHQLQGXVWU\DQGDFDGHPLD
1RYHOVWDWLVWLFDODQGGDWDDQDO\WLFVWHFKQLTXHVZLOOEHUHTXLUHGWRLGHQWLI\DQDO\VHDQGUHSRUW
DOWHUQDWLYHLQIRUPDWLRQVLJQDOVIURPYDVWGDWDVHWV$OWHUQDWLYHLQIRUPDWLRQVLJQDOVZRXOGDOVR
EHIXVHGZLWKVHQVRUDQGSXEOLFKHDOWKGDWDVRWKDWWUDLQHGPHGLFDOSHUVRQQHODQGGHFLVLRQ
PDNHUVFDQLQWHUSUHWWKHDYDLODEOHLQIRUPDWLRQDQGSODQDSSURSULDWHUHVSRQVHPHDVXUHV,Q
DGGLWLRQLQIHUHQWLDOVWDWLVWLFVDQGOHDUQLQJDOJRULWKPVZLOOEHUHTXLUHGWRGHWHUPLQHLIDQG
ZKHQWRWULJJHUDQDOHUWEDVHGRQSDVWH[SHULHQFHDQGWRIRUHFDVWWKHSURJUHVVRIDQ
RXWEUHDNDVQHZGDWDLVLQWHJUDWHGLQQHDUUHDOWLPH7KLVZLOOEHYLWDOIRUPDQDJLQJ
UHVSRQVHVDQGGHWHUPLQLQJWKHZLGHUVRFLRHFRQRPLFLPSDFWVRIDQDWWDFNRULQIHFWLRXV
GLVHDVHRXWEUHDN7KHGHYHORSPHQWRIVWDWLVWLFDOWHFKQLTXHVDQGOHDUQLQJDOJRULWKPVZLOO

7KHSUREDELOLW\WKDWDQDODUPUHSUHVHQWVD
WUXH
HYHQW
,QIRGHPLRORJ\FDQEHGHILQHGDVWKHVFLHQFHRIGLVWULEXWLRQDQGGHWHUPLQDQWVRILQIRUPDWLRQLQDQHOHFWURQLF
PHGLXPVSHFLILFDOO\WKH,QWHUQHWRULQDSRSXODWLRQZLWKWKHXOWLPDWHDLPWRLQIRUPSXEOLFKHDOWKDQGSXEOLF
SROLF\(\VHQEDFK*(J Med Internet Res 2009;11(1):e11)
$OWHUQDWLYHLQIRUPDWLRQVRXUFHVFRXOGLQFOXGHKRVSLWDO$	(FRQVXOWDWLRQVKRVSLWDODGPLVVLRQV+RVSLWDO
(SLVRGH6WDWLVWLFV±+(6PRUWDOLW\GDWDE\VSHFLILFFDXVH*HQHUDO3UDFWLFH*3FDVHUHSRUWV*3RXWRI
KRXUVFRQVXOWDWLRQVDQG1+6'LUHFWWREHFRPH1+6LQUHVXOWVIURPFOLQLFDOVDPSOHWHVWLQJOHYHOVRI
VFKRRORUZRUNDWWHQGDQFHYROXPHRISKDUPDF\VDOHVLQFLGHQFHRIOLYHVWRFNLOOQHVVVRFLDOPHGLDSRVWLQJV
LQGLFDWLQJLOOQHVVDQGVHDUFKHQJLQHTXHU\WUHQGV6RPHRIWKHVHGDWDVRXUFHVHJ*3FRQVXOWDWLRQVIURP
µVSRWWHU¶SUDFWLFHV1+6'LUHFWDUHDOUHDG\XVHGIRUVXUYHLOODQFHRIIRUH[DPSOHIOXWUHQGV7KHVHDUHQRW
KRZHYHUFXUUHQWO\DQDO\VHGLQUHDOWLPH6RPHGDWDVRXUFHVDUHQRWDYDLODEOHDWQDWLRQDOVFDOHRWKHVVXFKDV
$	(GDWDKDYHQRWURXWLQHO\EHHQXVHGIRUVXUYHLOODQFH
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UHTXLUHIRFXVHGDQGFROODERUDWLYHUHVHDUFKEHWZHHQLQGXVWU\DFDGHPLDDQGJRYHUQPHQW
GHSDUWPHQWVDQGDJHQFLHV
4.1.1 Privacy and data confidentiality 

0DQ\RIWKHSRWHQWLDOO\YDOXDEOH$,6VLJQDOVIRUH[DPSOHFRQVXPHUSXUFKDVHVRUVHDUFK
HQJLQHVWDWLVWLFVDUHKHOGE\SULYDWHRUJDQLVDWLRQV8QORFNLQJWKHLUSRWHQWLDOZLOOUHTXLUHWKH
FUHDWLRQRIDWHFKQLFDOIUDPHZRUNLQZKLFKWKHVHVLJQDOVFDQEHDJJUHJDWHGWRJHWKHUZLWK
SROLFLHVWRLQFHQWLYLVHUHOHDVH:KLOHWKHQHHGIRUUHDOWLPHVLJQDOVFRPSOLFDWHVWKHGHVLJQRI
VXFKDIUDPHZRUNWKHVHLVVXHVDUHEHOLHYHGWREHWUDFWDEOH
4.2 Public health surveillance 
$FULWLFDOFRPSRQHQWRIDQ\ELRGHWHFWLRQFDSDELOLW\LVSXEOLFKHDOWKVXUYHLOODQFHIRUWKHHDUO\
GHWHFWLRQRISURGURPDORUXQXVXDOV\PSWRPVDQGWKHLGHQWLILFDWLRQRIGLVHDVHVGXHWR
ELRORJLFDODJHQWV)RUH[DPSOHWKHRFFXUUHQFHRIVHYHUHSQHXPRQLDLQ\RXQJSHRSOH
FOXVWHULQJLQWLPHDQGVSDFHPD\EHDQHDUO\LQGLFDWRURIXQXVXDOH[SRVXUHWRDQLQIHFWLRXV
DJHQW7KH8.LVIRUWXQDWHLQWKDWLWKDVZHOOGHYHORSHGGLVHDVHVXUYHLOODQFHV\VWHPVWKDW
WDNHDGYDQWDJHRIWKHXQLILHGKHDOWKFDUHGDWDDQGV\VWHPVDYDLODEOHWKURXJKWKH1DWLRQDO
+HDOWK6HUYLFH,Q(QJODQGWKH+HDOWK3URWHFWLRQ$JHQF\+3$WREHFRPHSDUWRI3XEOLF
+HDOWK(QJODQGIURP$SULOLVUHVSRQVLEOHIRUKHDOWKVXUYHLOODQFH
7KHFXUUHQW+3$V\QGURPLFVXUYHLOODQFHV\VWHPDQDO\VHVGDWDIURP1+6'LUHFWDQG
QDWLRQDO*3QHWZRUNVLQDEDWFKSURFHVV7KHV\VWHPKDVUHFHQWO\EHHQWULDOOHGWR
LQFRUSRUDWHDQGUHSRUWGDWDIURP$	(GHSDUWPHQWVDQG*HQHUDO3UDFWLFH*3RXWRIKRXUV
VHUYLFHV&XUUHQWO\UHSRUWLQJLVEDVHGRQWKHDQDO\VLVRIVXPPDU\GDWDUDWKHUWKDQWKHIXOO
GDWDDWLQGLYLGXDOOHYHOOLPLWLQJLWVXVDJH,QFRUSRUDWLQJDQGDQDO\VLQJWKHIXOOGDWDVHWLQUHDO
WLPHUDWKHUWKDQEDWFKPRGHLVOLNHO\WRLPSURYHWKHVLJQDO,QDGGLWLRQWKHUHSRUWLQJRI
XQXVXDOV\PSWRPVLVQRWV\VWHPDWLFDQGUHOLHVRQSHUVRQDOFRQWDFWVEHWZHHQLQGLYLGXDOVLQ
WKH+3$RWKHUDUHDVRIJRYHUQPHQWDQGFOLQLFLDQV1RQHWKHOHVVWKLVV\VWHPSURYLGHVWKH
EDVLVIRUUHDOWLPHV\QGURPLFGLVHDVHUHSRUWLQJWKDWFRXOGEHDXWRPDWHGDQGH[WHQGHGWR
LPSURYHELRGHWHFWLRQFDSDELOLW\DVSDUWRIDQLQWHJUDWHGV\VWHPVDSSURDFK
)RUVXFKGDWDWREHXVHIXOIRUUHDOWLPHVXUYHLOODQFHLWVKRXOGEHFRGHGDVSDUWRIWKHFOLQLFDO
FRQVXOWDWLRQDVDOUHDG\KDSSHQVLQ*HQHUDO3UDFWLFH$OWKRXJKWKLVZRXOGUHTXLUHD
FXOWXUH
VKLIW
VSHFLILFDOO\LQKRVSLWDOVZKHUHFRGLQJLVXVXDOO\XQGHUWDNHQE\FRGLQJFOHUNVWKLVLV
HQWLUHO\IHDVLEOHDQGZLWKDSSURSULDWHV\VWHPVDQGWUDLQLQJPD\SURYHWREHFKHDSHUWKDQ
FXUUHQWSUDFWLFH7KHDGYDQWDJHRIGLUHFWFOLQLFLDQFRGLQJLVWKDWWKHGDWDWKHQEHFRPHV
LQVWDQWO\DYDLODEOHIRUV\QGURPLFDQGGLVHDVHVXUYHLOODQFHSURYLGHGWKDWWKHQHFHVVDU\GDWD
V\VWHPVDUHLQSODFHWRUHWULHYHDQGDQDO\VHWKRVHGDWD

$QHDUO\V\PSWRPLQGLFDWLQJWKHRQVHWRIDQDWWDFNRUDGLVHDVH
6HYHULHWDO(XUR6XUYHLOO
'L[RQHWDO
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:HEEDVHGFOLQLFDOLQIRUPDWLRQV\VWHPVLQFRUSRUDWLQJGDWDPLQLQJVRIWZDUHDUHEHLQJ
GHYHORSHGWRVXSSRUWGLDJQRVLVDQGWUHDWPHQW

Figure 5 – Example of a real-time management dashboard56 
6XFKV\VWHPVFDQEHSURJUDPPHGWRDQDO\VHFOLQLFDOGDWDEDVHVDQGUHSRUWLQIRUPDWLRQ
UHODWLQJWRSXEOLFKHDOWKVXUYHLOODQFH7KHDSSHDUDQFHRIXQXVXDOV\QGURPLFSDWWHUQVRUWKH
SUHVHQFHRISDWKRJHQLFDJHQWVFRXOGWULJJHUWKHV\VWHPVRWKDWDQDOHUWLVUHSRUWHGWR
FOLQLFLDQVRUPDQDJHPHQWYLDWKHGDVKERDUG
$FFHVVWRWKHORFDWLRQKLVWRU\RILQGLYLGXDOVH[SRVHGWRDELRORJLFDODJHQWLVFULWLFDOWR
HVWLPDWLQJWKHORFDWLRQRIWKHVRXUFHRIWKHUHOHDVH&XUUHQWO\HSLGHPLRORJLVWVRIWHQUHO\RQ
LQWHUYLHZLQJLQGLYLGXDOVZKLFKFDUULHVDKLJKODWHQF\DWDFULWLFDOSRLQWLQWKHUHVSRQVH
WLPHOLQHDQGPD\EHLPSRVVLEOHLIWKHLQGLYLGXDOLVLQFDSDFLWDWHG
0RELOHSKRQHRSHUDWRUVLQDGGLWLRQWRRWKHURUJDQLVDWLRQVDUHDEOHWRSURYLGHORFDWLRQ
KLVWRU\IRUPDQ\LQGLYLGXDOV$FFHVVWRORFDWLRQGDWDFRXOGHQKDQFHVRXUFHWHUPHVWLPDWLRQ
DQGGHWHUPLQHZKLFKLQGLYLGXDOVWRQRWLI\IROORZLQJDUHOHDVH:KLOHUHVHDUFKVXJJHVWVWKDW
 
7KHH[DPSOHUHSUHVHQWVKRZFOLQLFDOVRIWZDUHFRXOGEHDSSOLHGWRPRQLWRUSXEOLFKHDOWKGDWDWUHQGV

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WKHDQDO\VLVRIDJJUHJDWHVWDWLVWLFDOGDWDLVSRVVLEOHLQDSULYDF\DZDUHPDQQHUQRVXFK
UHVXOWVH[LVWIRUORFDWLRQGDWD7KHUHIRUHWKHEHQHILWVRIGHYHORSLQJDFDSDELOLW\WRORFDWHWKH
VRXUFHRIDUHOHDVHZKLFKLVEDVHGXSRQDFFHVVDQGDQDO\VLVRIPRELOHSKRQHGDWDPXVW
EHZHLJKHGFDUHIXOO\DJDLQVWSULYDF\FRQFHUQV
0DQ\RIWKHPRVWYDOXDEOHVLJQDOVSDUWLFXODUO\WKRVHUHJDUGLQJSXEOLFKHDOWKIURPWKH1+6
DUHKHOGE\JRYHUQPHQW0DQ\RIWKHEDUULHUVWRZRUNLQJZLWKWKHVHVLJQDOVDUH
RUJDQLVDWLRQDO,WLVFXUUHQWO\SRVVLEOHIRUPXOWLSOHSDWLHQWVZLWKWKHVDPHXQXVXDOV\PSWRPV
WREHWUHDWHGLQGLIIHUHQWKRVSLWDOVDQGDOLQNEHWZHHQWKHFDVHVQHYHUWREHPDGH
5HPRYLQJEDUULHUVWRWKHH[FKDQJHRIKHDOWKGDWDSUHVHQWVDFOHDURSSRUWXQLW\IRUVKRUWWHUP
LPSURYHPHQWVWRFXUUHQWSXEOLFKHDOWKVXUYHLOODQFHV\VWHPV
4.2.1 Public health benefits 

'HYHORSLQJDQGLQVWLWXWLQJDV\VWHPRIV\QGURPLFDQGKHDOWKVXUYHLOODQFHIRUWKHUDSLG
GHWHFWLRQRIXQXVXDOKHDOWKVLJQDOVLQUHDOWLPHRUQHDUUHDOWLPHZRXOGGHOLYHUEURDGHU
EHQHILWVIRUSXEOLFKHDOWK'HWHFWLQJWKHRFFXUUHQFHRIXQXVXDOV\PSWRPVRUDQRPDORXV
OHYHOVRIKRVSLWDODGPLVVLRQDQGPRUWDOLW\PD\LQGLFDWHQHZDQGHPHUJLQJLQIHFWLRQVRU
HQYLURQPHQWDOKD]DUGVHVSHFLDOO\LIFLUFXPVFULEHGLQVSDFHDQGWLPH(DUOLHUGHWHFWLRQFRXOG
DOORZHDUOLHUSUHYHQWLYHPHDVXUHVHJYDFFLQDWLRQRUWUHDWPHQWVWREHDGPLQLVWHUHGDQG
WKHGHWHFWLRQRISRVVLEOHKD]DUGVWKDWPLJKWRWKHUZLVHKDYHJRQHXQQRWLFHG,QWKHHYHQWRI
DQLQFLGHQWWKHGDWDFRXOGSURYLGHDUDSLGDVVHVVPHQWRIWKHVFDOHRIWKHSUREOHPDOORZLQJ
DSURSHUDQGSURSRUWLRQDWHUHVSRQVH
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4.3 Modelling 
'LVSHUVLRQPRGHOLQJLVUHTXLUHGWRLQWHUSUHWPRQLWRULQJGDWDDQGSUHGLFWWKHIXOOH[WHQWRIWKH
FRQVHTXHQWKD]DUG+RZHYHUGLVSHUVLRQLQDQXUEDQHQYLURQPHQWLVSDUWLFXODUO\FRPSOH[
7KHUHLVVLJQLILFDQWLQWULQVLFXQFHUWDLQW\DVVRFLDWHGZLWKGLVSHUVLRQPRGHOVZKLFKZLOOUHTXLUH
DWUDGHRIIEHWZHHQWKHUDSLGLW\RIUHVSRQVHWKHVDPSOLQJHUURUVLQFRQFHQWUDWLRQGDWDDQG
WKHXQFHUWDLQW\WKDWWKHVHLPSO\,WLVSUREDEOHWKDWDVXLWHRIGLVSHUVLRQWRROVRIZKLFKWKHUH
DUHVHYHUDOFDQGLGDWHVZLOOEHUHTXLUHGWRVXSSRUWHDUO\GHWHFWLRQRIDELRORJLFDODWWDFN
7KHVHVKRXOGEHUHYLHZHGIRUWKHLUDSSOLFDELOLW\
7KHJUHDWHUWKHXQFHUWDLQW\ZLWKLQWKHV\VWHPDIXQFWLRQRIWKHDPRXQWRILQIRUPDWLRQ
DYDLODEOHWKHPRUHH[WHQVLYHWKHSRWHQWLDOKD]DUGDUHDLQWKHPRGHOOLQJRXWSXW%\
LQFRUSRUDWLQJDGGLWLRQDOVRXUFHVRILQIRUPDWLRQWKDWFDQEHFRUUHODWHGZLWKDQHYHQWWKH
PRGHOOLQJRXWSXWFDQEHLPSURYHGDQGWKHH[WHQWRIWKHSRWHQWLDOKD]DUGDUHDFDQEH
UHGXFHG7KLVLVFOHDUO\LPSRUWDQWLQGHWHUPLQLQJWKHVRXUFHDQGJHRJUDSKLFDOH[WHQWRIDQ\
UHVSRQVH5XQQLQJDOJRULWKPVLQSDUDOOHOFRXOGHQDEOHRXWSXWLQOHVVWKDQPLQXWHVEXW
WKLVZRXOGUHTXLUHLQYHVWPHQWLQDGHGLFDWHGV\VWHP
4.4 Systems integration 
$V\VWHPVDSSURDFKWRELRGHWHFWLRQLVHVVHQWLDOWRWKHVXFFHVVIXOGHYHORSPHQWRIDZLGH
DUHDELRGHWHFWLRQFDSDELOLW\$QHIIHFWLYHV\VWHPPXVWLQWHJUDWHDQGDQDO\VHGDWDDQG
LQIRUPDWLRQIURPDYDULHW\RIGLVSDUDWHVRXUFHVWRHVWDEOLVKWKHSUHVHQFHFKDUDFWHULVWLFV
LGHQWLW\DQGFRQILUPDWLRQRIXVHRIELRORJLFDODJHQWVWRWULJJHUDUHVSRQVHDWDSUHGHILQHG
WKUHVKROG7REHHIIHFWLYHWKHV\VWHPQHHGVDFOHDUUHSRUWLQJVWUXFWXUHDQGFKDLQRI
FRPPDQGLQWHJUDWHGVHDPOHVVO\ZLWKDFRRUGLQDWHGFURVVJRYHUQPHQWUHVSRQVHSODQ
$WWKHWHFKQRORJ\KDUGZDUHOHYHOVHQVRUVPD\QHHGWREHFRPELQHGLQWRDQHWZRUN2QFH
WKHVWUXFWXUHRIVXFKDV\VWHPKDVEHHQGHWHUPLQHGVWDWLVWLFDOPHWKRGVFDQEHXVHGWR
RSWLPLVHERWKWKHGHVLJQRIWKHQHWZRUNDQGKHOSGHWHUPLQHWULJJHULQJWKUHVKROGV6LQFH
UHGXFLQJWKHWLPHWRGHWHFWLRQLVSDUDPRXQWGDWDZLOOQHHGWREHFROOHFWHGIURPVHQVRUVLQ
DVFORVHWRUHDOWLPHDVSRVVLEOH7KHUHVXOWLQJFRPSXWDWLRQDODQGGDWDWUDQVIHUQHHGVDUH
XQOLNHO\WRSURYHSUREOHPDWLFDVWKHVFDOHVLQYROYHGDUHUHODWLYHO\VPDOOE\FXUUHQW
VWDQGDUGV+RZHYHUUREXVWVWDWLVWLFDOPHWKRGVZLOOEHHVVHQWLDOWRHQVXUHWKDWXQFHUWDLQWLHV
DUHFDSWXUHGDQGFRPPXQLFDWHGWKURXJKRXWWKHVXUYHLOODQFHSURFHVV
7KHUHPD\EHRSSRUWXQLWLHVWRZRUNEHWZHHQJRYHUQPHQWLQGXVWU\DQGDFDGHPLDWRGHYHORS
DQGUHILQH%D\HVLDQNQRZOHGJHEDVHGV\VWHPVWRLQWHJUDWHVLJQDOVIURPGLIIHUHQWDUHDVDQG
LVVXH
DOHUWV
EDVHGRQDOODYDLODEOHGDWDDQGLQIRUPHGE\SDVWH[SHULHQFH6XFKDV\VWHP
VKRXOGUXQDQGRXWSXWUHOHYDQWFDOFXODWLRQVIRUGLIIHUHQWVWDNHKROGHUVRUGHFLVLRQPDNHUV
7KHV\VWHPVKRXOGEHIOH[LEOHVRWKDWLWFDQDGDSWDVPHWKRGVWRLGHQWLI\DJHQWVDQGLQIHFWHG
LQGLYLGXDOVHYROYHDQGQHZVRXUFHVRILQIRUPDWLRQVLJQDOSURFHVVLQJWHFKQLTXHVHPHUJH
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Box 4: Key Components of an integrated biodetection system 
 
7KHNH\FRPSRQHQWVRIDQLQWHJUDWHGV\VWHPLQFOXGH
Sensors7KHVHQVLQJFDSDELOLW\ZLOOQHHGWRRSHUDWHSHUVLVWHQWO\SURYLGHQHDUUHDOWLPH
GHWHFWLRQDQGPLQLPLVHWKHULVNRIIDOVHDODUPVZLWKRXWFRPSURPLVLQJVHQVLWLYLW\$
QHWZRUNRIIL[HGDQGPRELOHVHQVRUVFRQILJXUHGLQDµVWDLUFDVHDSSURDFK¶LVOLNHO\WR
SURYLGHDUREXVWFDSDELOLW\
Modelling$VZHOODVXVHRIPRGHOOLQJWRRSWLPLVHVDPSOLQJVHQVRUSODFHPHQWLIDQDOHUW
LVVRXQGHGPRGHOOLQJRIWKHDYDLODEOHVHQVRUGDWDLVUHTXLUHGWRGHOLQHDWHWKHVRXUFH
,QFRUSRUDWLRQRIDGGLWLRQDOVRXUFHVRILQIRUPDWLRQZLOOUHGXFHXQFHUWDLQW\LQWKHPRGHOOLQJ
RXWSXW
Health and syndromic surveillance.7KHSURFHVVRIGLVHDVHV\QGURPLFVXUYHLOODQFH
EULQJVWRJHWKHULQIRUPDWLRQIURP1+6'LUHFWDQGQDWLRQDO*3QHWZRUNVLQDEDWFK
SURFHVV7KHRXWSXWLVEDVHGRQVXPPDU\GDWDUDWKHUWKDQWKHIXOOGDWDDWLQGLYLGXDO
OHYHOFXUUHQWO\OLPLWLQJXVDJH,QFRUSRUDWLQJDQGDQDO\VLQJWKHIXOOGDWDVHWLVOLNHO\WR
LPSURYHWKHVLJQDO
Intelligence gathering,QWHOOLJHQFHLVDYLWDOVRXUFHRILQIRUPDWLRQZLWKLQDQLQWHJUDWHG
V\VWHP0HWKRGVZLOOQHHGWREHGHYHORSHGWRHQVXUHWKDWLQIRUPDWLRQFDQEHVKDUHGDW
DQDSSURSULDWHOHYHOWRHQVXUHGHFLVLRQVFRQFHUQLQJDSRWHQWLDOHYHQWWDNHIXOODFFRXQWRI
LQWHOOLJHQFH
Alternative data sources$,6PD\EHXVHGWRVWUHQJWKHQDQLQWHJUDWHGELRGHWHFWLRQ
VLJQDORUSURYLGHDYDOXDEOHSURPSWIRUIXUWKHUDQDO\VLV&XUUHQWO\XVHRIVXFKGDWDLVLQ
LWVLQIDQF\DQGUHVHDUFKRQLWVXVHKDVPDLQO\EHHQFDUULHGRXWE\LQGXVWU\6KDULQJGDWD
ZLWKJRYHUQPHQWDJHQFLHVIRUWKHSXUSRVHRIELRGHWHFWLRQLQYROYHVSULYDF\DQGGDWD
FRQILGHQWLDOLW\LVVXHVWKDWZLOOQHHGWREHUHVROYHG 
Computing and data analysis$OWKRXJKDQLQWHJUDWHGV\VWHPVDSSURDFKRSHUDWLQJLQ
UHDOWLPHRUQHDUUHDOWLPHZLOOPDNHVLJQLILFDQWFRPSXWDWLRQDOGHPDQGVWKHVHDUH
FRQVLGHUHGWUDFWDEOHEXWZLOOUHTXLUHLQYHVWPHQWVLQKDUGZDUHDQGVRIWZDUHDSSOLFDWLRQV 
,QVXPPDU\LQIRUPDWLRQDQGV\VWHPLQWHJUDWLRQLVDFULWLFDOHQDEOHUIRULPSURYHG
ELRGHWHFWLRQLQWKHVKRUWWRPHGLXPWHUP6LJQDOLQWHJUDWLRQQHHGVWREHIDFLOLWDWHGDWWKH
HDUOLHVWRSSRUWXQLW\DQGRXWSXWVFRRUGLQDWHGVRWKDWLQIRUPDWLRQFDQEHUHSRUWHGLQD
FRKHUHQWDQGV\VWHPDWLFZD\DWWKHKLJKHVWOHYHORINQRZOHGJHLQJRYHUQPHQW
$UHYLHZRIWKHVWUHQJWKVZHDNQHVVHVRSSRUWXQLWLHVDQGWKUHDWVLQGHYHORSLQJLQWHJUDWHG
V\VWHPVIRUZLGHDUHDELRGHWHFWLRQLVSURYLGHGLQ7DEOH7KHDQDO\VLVKLJKOLJKWVWKHEURDG
PDUNHWGULYHUVSXEOLFKHDOWKDQLPDODQGSODQWVXUYHLOODQFHWKDWPD\UHVXOWIURPWKH
SURSRVHGDSSURDFK

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Strengths 
x ,QWHJUDWHGELRGHWHFWLRQV\VWHPVZLOO
LPSURYHFDSDELOLW\DQGUHSRUWLQJDFURVV
JRYHUQPHQWDQGVSHHGXSUHVSRQVH
WLPHV
x 5HDOWLPHKHDOWKVXUYHLOODQFHDVSDUWRI
DQLQWHJUDWHGELRGHWHFWLRQV\VWHPZLOO
OHDGWRLPSURYHPHQWVLQWKHDYDLODELOLW\
DQGTXDOLW\RIKHDOWKGDWDDQGKDYH
NQRFNRQEHQHILWVIRUSXEOLFKHDOWKDQG
SHUVRQDOLVHGKHDOWKFDUH
x *RYHUQPHQWUHTXLUHPHQWIRUUHDOWLPH
PRQLWRULQJYLDQHWZRUNVRIELRVHQVRUV
ZLOOVSHHGXSFRPPHUFLDOGHYHORSPHQWV
LQWKLVDUHD
Opportunities 
x 'HYHORSPHQWRIUDSLGGLDJQRVWLFVZLOO
SURYLGHFRPPHUFLDORSSRUWXQLWLHVEH\RQG
ELRGHWHFWLRQ
x 0LQLDWXULVDWLRQRIVHQVRUVHJ06105
RIIHUDFRPPHUFLDORSSRUWXQLW\WKDWZRXOG
HQDEOHDUUD\VRIORZFRVWPRELOHVHQVRUV
WREHGHYHORSHG
x 3XEOLFSULYDWHSDUWQHUVKLSVDFURVV
JRYHUQPHQWLQGXVWU\DQGDFDGHPLDZLOO
EHERRVWHGWRGHYHORSUREXVWUHDOWLPH
V\VWHPVIRUGDWDPRQLWRULQJGDWDDQDO\VLV
DQGUHSRUWLQJ
x 7KHUHZLOOEHRSSRUWXQLWLHVWRHQKDQFH
DQGDGGYDOXHWRH[LVWLQJPRQLWRULQJ
V\VWHPV
Weaknesses 
x 7KHGHQVLW\RIWKHVDPSOLQJLVNH\IRU
ZLGHDUHDELRGHWHFWLRQ7KHUHLV
FXUUHQWO\OLWWOHXQGHUVWDQGLQJLQWKLVDUHD
x 0RUHXQGHUVWDQGLQJLVQHHGHGRI

QDWXUDO
EDFNJURXQGYDULDWLRQWREH
H[SHFWHGLQELRORJLFDOVDPSOLQJDQG
KHQFHWKHDELOLW\WRGLIIHUHQWLDWHVLJQDO
IURPQRLVHPD\OLPLWWKHXWLOLW\RIWKH
DSSURDFK
x 0RUHUREXVWDQGSUHFLVHPRGHOVRI
SOXPHGLVSHUVLRQQHHGWREHGHYHORSHG
WRDOORZUDSLGGHOLQHDWLRQRIWKHH[WHQW
DQGVRXUFHRIDQ\UHOHDVH

Threats 
x 6\VWHPDWLFLQWHJUDWHGELRGHWHFWLRQ
DSSURDFKHVZLWKVXIILFLHQWFRYHUDJHWR
SURYLGHDPHDQLQJIXOUHVSRQVHPD\EH
XQDIIRUGDEOH
x ([SHULHQFHIURPWKH%LR:DWFK
SURJUDPPHLQWKH86$LQGLFDWHVWKDW
LQWHJUDWLRQFRPPXQLFDWLRQDQG
FRRUGLQDWLRQDFURVVJRYHUQPHQW
GHSDUWPHQWVDQGDJHQFLHVFDQEHDQ
LPSRUWDQWOLPLWLQJIDFWRU
x 7KHGLVVROXWLRQRIDVLQJOHQDWLRQDO1+6
'LUHFWV\VWHPLQIDYRXURI1+6PD\
UHGXFHWKHDYDLODELOLW\RIWKHGDWDDQG
XWLOLW\IRUELRGHWHFWLRQ
Table 2 – SWOT analysis for development of an integrated systems approach to 
biodetection 

Blackett Review on wide-area biological detection 

4.5 Information and systems integration recommendations 
 *RYHUQPHQWVKRXOGDVVHVVWKHIHDVLELOLW\RIGHYHORSLQJDQDXWRPDWHGUHSRUWLQJV\VWHP
ZKLFKLQWHJUDWHVGDWDIURPGHSOR\HGVHQVRUVSXEOLFKHDOWKYHWHULQDU\LQWHOOLJHQFHDQG
$,6ZLWKFOHDUUHSRUWLQJOLQHVLQRUGHUWRLPSURYHWKHWLPHOLQHVVDQGHIIHFWLYHQHVVRID
UHVSRQVH
D *RYHUQPHQWVKRXOGVXSSRUWWKHGHYHORSPHQWRIQRYHOVWDWLVWLFDODQGGDWDDQDO\WLFV
DSSURDFKHVWRGHWHUPLQHLIDQGZKHQWRWULJJHUDQDOHUWZLWKLQDQDXWRPDWLFUHSRUWLQJ
V\VWHPDQGWRIRUHFDVWWKHSURJUHVVRIDQRXWEUHDNDVQHZGDWDLVLQWHJUDWHGLQ
QHDUUHDOWLPH
E *RYHUQPHQWVKRXOGVXSSRUWUHVHDUFKWRGHWHUPLQHWKHHIIHFWLYHQHVVRIDOWHUQDWLYH
GDWDVRXUFHVIRU%LRGHWHFWLRQSXUSRVHV
 *RYHUQPHQWVKRXOGLQYHVWLJDWHSROLF\LQFHQWLYHVWRHQFRXUDJHQRQJRYHUQPHQW
RUJDQLVDWLRQVWRFRQWULEXWHVLJQDOVGHULYHGIURPWKHLUSULYDWHO\RZQHGGDWDWRWKHZLGHU
GHWHFWLRQV\VWHP
 *RYHUQPHQWVKRXOGUHYLHZSRWHQWLDOGLVSHUVLRQPRGHOVPHWKRGVDQGV\VWHPVDQG
HYDOXDWHWKHLUSHUIRUPDQFHZLWKLQSULRULW\VFHQDULRV
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5. Conclusions 
$QDWWDFNZLWKDELRORJLFDOZDUIDUHDJHQWFRXOGKDYHDSURIRXQGHIIHFWRQDQXQSURWHFWHG
SRSXODWLRQZLWKSRWHQWLDOO\PDQ\WKRXVDQGVDIIHFWHGLQKHDYLO\SRSXODWHGDUHDV$ZLGH
DUHDELRGHWHFWLRQFDSDELOLW\LVDNH\HOHPHQWRIWKHUHVSRQVHWRDELRORJLFDODWWDFNWRHQDEOH
WLPHO\UHVSRQVHVWRUHVWRUHQRUPDOLW\DQGWRPLQLPLVHORVVRIOLIH
7KLVUHYLHZUHFRPPHQGVDQLQWHJUDWHGV\VWHPVDSSURDFKWRELRGHWHFWLRQLQFRUSRUDWLQJ
VLJQDOVIURPDGHGLFDWHGDUUD\RIRUWKRJRQDOVHQVRUVIXVHGZLWKVLJQDOVIURPSXEOLFKHDOWK
YHWHULQDU\LQWHOOLJHQFHDQGDOWHUQDWLYHLQIRUPDWLRQVRXUFHVFRUUHODWHGZLWKDELRORJLFDO
DWWDFN$VWDLUFDVHDSSURDFKEDVHGRQLQFUHDVLQJLQIRUPDWLRQGHQVLW\DQGVWDWLVWLFDO
FHUWDLQW\ZLOOHQVXUHGHFLVLRQVDUHWDNHQDWHDFKOHYHORIFHUWDLQW\ZLWKLQWKHV\VWHP
6XFKDV\VWHPZRXOGPD[LPLVHWKHRSSRUWXQLW\WRFRQILUPWKHSUHVHQFHRIDELRORJLFDODJHQW
VXIILFLHQWO\HDUO\DQGZLWKVXIILFLHQWFHUWDLQW\WRPRXQWDQHIIHFWLYHJRYHUQPHQWUHVSRQVHDQG
XOWLPDWHO\VDYHOLYHV
5.1 Sensors 
$QXPEHURIVHQVRUGHYHORSPHQWVLQFOXGLQJLQILHOGSRUWDEOHLQVWUXPHQWDWLRQDQGKLJK
WKURXJKSXWVHTXHQFLQJDUHKLJKOLJKWHGDVKDYLQJVLJQLILFDQWSRWHQWLDOWRSURYLGHDVWHS
FKDQJHLQWKH8.¶VFXUUHQWELRGHWHFWLRQFDSDELOLW\,WLVUHFRPPHQGHGWKDWIXUWKHUZRUNLV
VXSSRUWHGLQFROODERUDWLRQZLWKLQGXVWU\WRDVVHVVWKHXWLOLW\RIWKHVHDSSURDFKHVZLWKLQD
ZLGHDUHDELRGHWHFWLRQFRQWH[WDQGWRLGHQWLI\FRPPHUFLDOGULYHUVDQGYLDELOLW\
$NH\FKDOOHQJHLVWKHDELOLW\WRVDPSOHWKHDLUHIILFLHQWO\DQGDVVHVVLWVGLYHUVHFRPSRVLWLRQ
LQUHSUHVHQWDWLYHHQYLURQPHQWV,WLVUHFRPPHQGHGWKDWIXUWKHUUHVRXUFHLVGLUHFWHGDW
GHYHORSLQJXUEDQDLUVDPSOLQJVDPSOHFDSWXUHDQGVDPSOHSUHSDUDWLRQPHWKRGRORJLHVDQG
WHFKQRORJLHVWRLPSURYHWKHRYHUDOOVHQVLWLYLW\DQGVHOHFWLYLW\RIDQ\IXWXUHVHQVLQJV\VWHP
,QDGGLWLRQVWDWLVWLFDOPHWKRGVVKRXOGEHGHYHORSHGWRRSWLPLVHWKHGHVLJQRIDSK\VLFDO
VHQVRUQHWZRUNWRGHWHFWELRORJLFDODJHQWVDQGLQSDUWLFXODUWKHORFDWLRQDQGGHQVLW\RIWKH
VHQVRUVWKHPVHOYHV
5.2 Information and system integration 
,QIRUPDWLRQLQWHJUDWLRQLVDFULWLFDOHQDEOHUIRUZLGHDUHDELRGHWHFWLRQDQGVKRXOGEH
IDFLOLWDWHGDWWKHHDUOLHVWRSSRUWXQLW\7UDQVLWLRQLQJFXUUHQWSXEOLFKHDOWKVXUYHLOODQFHWRD
UHDOWLPHDXWRPDWHGV\VWHPZLOOVSHHGXSUHVSRQVHWLPHVLQWKHQHDUWHUPDQGWKH
GHYHORSPHQWRIDQLQIRUPDWLRQIUDPHZRUNZLOODOORZIXUWKHUVRXUFHVRILQIRUPDWLRQLQFOXGLQJ
IURPVHQVRUVDQGDOWHUQDWLYHGDWDVRXUFHVWREHLQWHJUDWHGLQWKHVKRUWWRPHGLXPWHUP
8QFHUWDLQW\LQWKHV\VWHPZLOOUHGXFHDVDGGLWLRQDOVRXUFHVRILQIRUPDWLRQDUHIXVHGZLWK
VHQVRUGDWDZLWKLQWKHRYHUDOOV\VWHP

57(J(PHUJHQF\UHVSRQVHWRDQDQWKUD[DWWDFN/0:HLQet. al±31$6B$SULOBYRO
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 
1RYHOVWDWLVWLFDODQGGDWDDQDO\WLFVWHFKQLTXHVVKRXOGEHGHYHORSHGWRDVVHVVWKHIHDVLELOLW\
RILQWHJUDWLQJGLVSDUDWHELRGHWHFWLRQVLJQDOVZLWKLQDQRYHUDUFKLQJLQIRUPDWLRQIUDPHZRUN
WRµWULJJHU¶DJRYHUQPHQWUHVSRQVHDWDSUHGHILQHGWKUHVKROG7KHV\VWHPVKRXOGDGDSWDV
PHWKRGVWRLGHQWLI\DJHQWVDQGLQIHFWHGLQGLYLGXDOVHYROYHDQGQHZVRXUFHVRI
LQIRUPDWLRQVLJQDOSURFHVVLQJWHFKQLTXHVHPHUJH
5.3 Implications for public health 
'HYHORSLQJDQGLQVWLWXWLQJDV\VWHPRIV\QGURPLFDQGKHDOWKVXUYHLOODQFHIRUWKHUDSLG
GHWHFWLRQRIXQXVXDOKHDOWKVLJQDOVLQUHDORUQHDUUHDOWLPHKRXUVZRXOGKDYHZLGHU
EHQHILWVIRUKHDOWKWDNLQJDGYDQWDJHRIWKHRSSRUWXQLWLHVDIIRUGHGE\QHDUXQLYHUVDO
FRYHUDJHRIWKH1DWLRQDO+HDOWK6HUYLFH,PSOHPHQWLQJVXFKDV\VWHPPLJKWEHDFKLHYHG
XVLQJH[LVWLQJGDWDZLWKLPSURYHPHQWVVXFKDVFOLQLFLDQFRGLQJRIKRVSLWDOGDWDDQGZLWK
UHDOWLPHGDWDDFFHVVDQGDQDO\VLV6XFKLPSURYHPHQWVDUHSRWHQWLDOO\IHDVLEOHRQDVKRUW
WLPHVFDOHDQGFRXOGSRWHQWLDOO\EHLPSOHPHQWHGDWPRGHVWFRVWZLWKIXWXUHFRVWVVDYLQJV
DVPXFKRIWKHQHFHVVDU\GDWDDQGLQIUDVWUXFWXUHDUHLQSODFH
$VZHOODVWKHLPSOLFDWLRQVIRUELRGHWHFWLRQVXFKVLJQDOVFRXOGJLYHYDOXDEOHHDUO\ZDUQLQJRI
LQIOXHQ]DDQGRWKHUHSLGHPLFVDWDQHDUOLHUVWDJHWKDQSRVVLEOHZLWKFXUUHQWUHSRUWLQJ
V\VWHPV
5.4 National and international collaboration 
$QHIIHFWLYHUHVSRQVHWRDELRORJLFDODWWDFNUHTXLUHVFURVVJRYHUQPHQWDFWLRQ7KHDELOLW\WR
GHWHFWUHSRUWDQGUHVSRQGWRDELRORJLFDODWWDFNRULQIHFWLRXVGLVHDVHRXWEUHDNZLOOGUDZRQ
WKHUHVRXUFHVRIVHYHUDOJRYHUQPHQWGHSDUWPHQWV7KHVXFFHVVIXOGHYHORSPHQWRIDQ\
IXWXUHZLGHDUHDELRGHWHFWLRQV\VWHPLVWKHUHIRUHFULWLFDOO\GHSHQGHQWXSRQFROODERUDWLRQ
EHWZHHQWKHNH\GHSDUWPHQWVDQGDJHQFLHVLQGXVWU\DQGDFDGHPLD
&ROODERUDWLRQZLOOHQDEOHWKHGHYHORSPHQWRIFRQILJXUDEOHSODWIRUPVWRGHOLYHUEURDG
HFRQRPLFDQGKHDOWKEHQHILWVWRWKH8.KXPDQDQLPDORUSODQWKHDOWK
*LYHQWKHDERYHLWLVUHFRPPHQGHGWKDWDPHFKDQLVPLVHVWDEOLVKHGWRFRRUGLQDWH
ELRGHWHFWLRQUHVHDUFKDFURVVJRYHUQPHQWLQFOXGLQJUHYLHZLQJSURJUHVVDJDLQVWWKH
UHFRPPHQGDWLRQVVHWRXWLQWKLVUHSRUW
%HFDXVHRIWKHIDUUHDFKLQJFRQVHTXHQFHVRIWKHUHOHDVHRIDELRORJLFDODJHQWLWVLPSDFW
ZRXOGWUDQVFHQGQDWLRQDOERUGHUVLWLVWKHUHIRUHDOVRFUXFLDOWKDWDQ\8.UHVSRQVHLV
MXVWLILDEOHWRRXULQWHUQDWLRQDOSDUWQHUVDQGWDNHVLQWRDFFRXQWWKHLUUHVSHFWLYHVWUDWHJLHVWR
PLWLJDWHDJDLQVWVXFKHYHQWV
7KHUHFHQW861DWLRQDO6WUDWHJ\IRUELRVXUYHLOODQFHFDOOVIRULQWHJUDWLRQRILQIRUPDWLRQ
VRXUFHVDFURVVKHDOWKDQLPDOSODQWDQGDOWHUQDWLYHGDWDVRXUFHVWRHQKDQFHQDWLRQDO
ELRVXUYHLOODQFHFDSDELOLWLHV7KHVWUDWHJ\DOLJQVZLWKWKHILQGLQJVDQGUHFRPPHQGDWLRQVIURP
WKLV%ODFNHWWUHYLHZ7KH8.VKRXOGWKHUHIRUHEXLOGRQRXUDOUHDG\VWURQJOLQNVZLWKRXU86
SDUWQHUVWRHQVXUHFRPSOHPHQWDU\DSSURDFKHVIRUELRVXUYHLOODQFHDUHGHYHORSHGDQGWR
EXLOGQDWLRQDODQGLQWHUQDWLRQDOUHVLOLHQFHWRELRORJLFDOWKUHDWV

7KDWYDU\LQVSDWLDODQGWHPSRUDOUHVROXWLRQDQGZKLFKPD\YDU\LQTXDOLW\FRPSOHWHQHVVDQGFRQILGHQFH
,QFOXGLQJ'HSDUWPHQWRI+HDOWK02'+2&31,'()5$'I7
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Annex  
Annex 1 - The Blackett Review process 
7KH*RYHUQPHQW&KLHI6FLHQWLILF$GYLVRU*&6$6LU-RKQ%HGGLQJWRQKDVHVWDEOLVKHGD
SURFHVVIRUJRYHUQPHQWWRHQJDJHZLWKDFDGHPLDDQGLQGXVWU\WRDQVZHUVSHFLILFVFLHQWLILF
DQGRUWHFKQLFDOTXHVWLRQVSULPDULO\LQWKHVHFXULW\GRPDLQ7KHVH%ODFNHWW5HYLHZVSURYLGH
IUHVKPXOWLGLVFLSOLQDU\WKLQNLQJLQDVSHFLILFDUHD,QHDFKUHYLHZDVPDOOSDQHORI
H[SHUWVLVWDVNHGZLWKDQVZHULQJDZHOOGHILQHGTXHVWLRQRUVHWRITXHVWLRQVRIUHOHYDQFHWRD
FKDOOHQJLQJWHFKQLFDOSUREOHP
,QWKHVXPPHURIWKH*&6$FRQYHQHGDJURXSWRDGGUHVVWKHTXHVWLRQ³Which 
technologies will enable rapid, wide area surveillance of a broad spectrum of biological 
agents in the next 15 years?”7KHSDQHOFRQVLGHUHGKRZ*RYHUQPHQWFRXOGEHVWLGHQWLI\
DVVHVVDQGFRPPXQLFDWHWKHSRWHQWLDOILQGLQJVRIWKLVUHSRUW 
7KHSDQHOPHWWKUHHWLPHVRYHUDQLQHPRQWKSHULRGDQGSURYLGHGDQLQGHSHQGHQWVFLHQWLILF
UHYLHZRIWKHFXUUHQWULVNPDQDJHPHQWDSSURDFKRIDQXPEHURIGHSDUWPHQWVSULPDULO\WKH
+RPH2IILFHDQG0LQLVWU\RI'HIHQFH,WLVZULWWHQE\WKH*RYHUQPHQW2IILFHIRU6FLHQFHIRU
WKH*&6$DQGLVEDVHGRQWKHGLVFXVVLRQVDWWKHPHHWLQJVDQGDGGLWLRQDOLQIRUPDWLRQ
SURYLGHGE\SDQHOPHPEHUV
 
&URZQFRS\ULJKW
<RXPD\UHXVHWKLVLQIRUPDWLRQQRWLQFOXGLQJORJRVIUHHRIFKDUJHLQDQ\IRUPDWRUPHGLXPXQGHUWKHWHUPV
RIWKH2SHQ*RYHUQPHQW/LFHQFH7RYLHZWKLVOLFHQFHYLVLWKWWSZZZQDWLRQDODUFKLYHVJRYXNGRFRSHQ
JRYHUQPHQWOLFHQFHRUZULWHWRWKH,QIRUPDWLRQ3ROLF\7HDP7KH1DWLRQDO$UFKLYHV.HZ/RQGRQ7:'8
RUHPDLOSVL#QDWLRQDODUFKLYHVJVLJRYXN
7KLVSXEOLFDWLRQLVDOVRDYDLODEOHRQRXUZHEVLWHDWKWWSZZZELVJRYXNJRVFLHQFH
$Q\HQTXLULHVUHJDUGLQJWKLVSXEOLFDWLRQVKRXOGEHVHQWWR
'HSDUWPHQWIRU%XVLQHVV,QQRYDWLRQDQG6NLOOV
9LFWRULD6WUHHW
/RQGRQ6:+(7
7HO

,I\RXUHTXLUHWKLVSXEOLFDWLRQLQDQDOWHUQDWLYHIRUPDWHPDLOHQTXLULHV#ELVJVLJRYXNRUFDOO
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